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Abstract

The rapid digital transformation of financial systems has significantly reshaped investment
participation among higher education students, positioning Digital Financial Literacy (DFL) as a
critical competency in contemporary financial ecosystems. This comprehensive review
synthesizes global literature to examine the relationship between digital financial literacy,
FinTech adoption, and investment behavior within higher education contexts. The study
integrates perspectives from financial literacy theory, technology adoption models, and
behavioral finance to develop a multidimensional conceptual framework that links financial
knowledge, digital competencies, risk perception, and self-efficacy to responsible investment
practices. The review identifies substantial regional disparities in digital financial education,
highlighting structural differences between developed and developing economies in terms of
infrastructure, regulatory preparedness, curriculum integration, and institutional support.
Additionally, emerging evidence underscores persistent gender-based differences in digital
financial engagement, particularly in behavioral dimensions of investment participation. While
higher DFL is consistently associated with improved risk assessment, diversification strategies,
and long-term planning, inadequate digital competencies amplify exposure to speculative
trading, cognitive biases, and cybersecurity risks. The findings emphasize the necessity of
structured, gender-inclusive, and institutionally supported digital financial education programs to
enhance responsible investment behavior and foster inclusive financial participation in a
technology-driven global economy. Future research directions include longitudinal analyses,
cross-country empirical validation of the proposed framework, and deeper examination of
behavioral moderators in digital financial decision-making.

Keywords: Digital Financial Literacy, Investment Behavior, Higher Education Students,
Financial Technology (FinTech), Digital Inclusion, Financial Decision-Making, Global Financial
Education
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I. INTRODUCTION

Through the rapid digitalization of financial systems, power has shifted towards individuals who
are now gaining their access to money management and investment opportunities without
restrictions of place or time. Its emergence and effects on traditional finance have been enabled
by financial technologies, apps like mobile banking, e-trading platforms, digital wallets, and
cryptocurrencies. If properly observed, this event becomes a fashion approach in modern-day
globalized education. In this situation, we can say that digitalized financial literacy is an utmost
necessity, stating the obvious-a must for higher-education students. After all, it is into early
careers financially that these students must venture [1].

Traditionally, financial literacy teaches these things, but digitalized financial literacy comprises
not only the knowledge of financial concepts connected with saving, investing, and risk
diversification, as encouraged by the curriculum, but also consists of how to actually put these
concepts into practice with the latest digital tools; how to evaluate financial information
available on the website carefully; and for that matter, how to tread vigilantly in a terrain of
finance dominated by ever-surging technologies. In situations of higher learning remain a pivotal
Global Environment from where investment techniques and financial attitudes are inculcated in
students [2] hence, the manifestation of this era of digital finance, characterized by students
beginning to purchase shares, utilize roboadvisors, or engage in crowdfunding games and trade
cryptocurrencies. The recent wave of innovation has also passed on an easy manner in which
access to major financial markets all over the globe is free. Nevertheless, besides an expansive
access to applications related to the field, they come with the features of being novel in the
approach towards the standard ways and thus engaging. But as accessibility is increased, the
looming wave of complexity presented in the digital financial hemisphere ensures that arising
challenges in understanding these environments are now a subject matter. This means, students
must learn in basic terms how to measure these digital risks, weigh the use of algorithm-driven
financial advice, and assess behavioral biases such as overconfidence and herd mentality that
appear to be built by social media and online communities [3].

As to digital financial literacy, if promotion in well-established countries can be arranged at the
roots, it is so much less in developing countries. This is owing to the educational, economic,
regulatory, and digital infrastructure differences therein. Financial education is taught daily to
school pupils in economically developed nations, and every student is provided free access to
internet. With the support of university programs in the latter countries, financial education
campaigns have gained strength, providing modules with objectives, simulations, online
applications, and fintech-based learning to students. In contrast, developing countries suffer from
so many roadblocks [4]: a lack of digital infrastructure, limited technology access, and lack of
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any institutional support towards digital financial platforms. These conditions emphasize the
importance of global considerations into digital financial literacy and investment behavior.
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Figure 1: Conceptual Relationship Between Digital Literacy, Financial Literacy, and
Digital Financial Literacy [5]

The figure 1 illustrates that Digital Financial Literacy emerges from the intersection of digital
literacy (technology usage skills) and financial literacy (financial knowledge and decision-
making competence). It highlights that effective participation in digital financial systems requires
both technological proficiency and financial understanding.

The investment patterns of higher education students are a result of a mix of factors such as
knowledge of finance, skills in technology, socio-economic background, culture and attitudes,
peer influence, and the utilization of digital financial tools. It has been observed from research
that with a higher level of digital financial literacy, the students have better investment planning,
risk assessment, and diversification strategies along with long-term investment planning and less
speculation trend [5]. The increasing use of high-risk digital assets, like cryptocurrencies and
leveraged trading products, has raised concerns about impulsive investment decisions that have
been deferred to many yet to be understood by young minds. In contrast to a growing academic
interest in financial literacy and investment behavior, a fragmented understanding prevails
regarding digital capacities and how such competences specifically shape the investment
decisions of students across diverse global contexts. Studies have tended to concentrate on
traditional financial literacy or on specific national settings, limiting comprehensive cross-
country comparisons. Further, there is limited longitudinal evidence to evaluate how digital
financial education interventions affect any long-term or SM behavioral changes among students

[6].
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The largest goal of the comprehensive review is to bring together global writings on digital
financial literacy and investing precedents among higher learning students. It examines emerging
trends, looks at the role of fintech tools in shaping financial behavior, points out regional patterns
of outlook and disparities, and highlights critical research gaps. It integrates findings from
various geographic and inter disciplinary perspectives, if that can provide a panoramic
understanding of the way in which digital financial literacy has an impact upon the responsible
and informed investment behavior. Understanding these dynamics becomes fundamentally
important to policymakers, educators, and financial services institutions that have been striving
for encouraging an inclusive financial participation towards sustainable economic development
[7]. Enhancing students' digital financial literacy across higher education institutions can help
them make better financial decisions, increase the chances of facing digital financial risks, and
better prepare students for taking part in a technologically-driven global financial ecosystem.

II. DIGITAL TRANSFORMATION OF FINANCIAL SYSTEMS IN HIGHER
EDUCATION

The digital transformation of financial systems has significantly converged with the global
economy, leading to an assignment of academic institutions at the center; the recent ten years
saw some substantial gains for FinTech, artificial intelligence, blockchain technologies, mobile
banking, and online-algorithm-powered investment platforms, impacting the way financial
services are accessed, delivered, and managed [8]. Higher education students no longer take on
traditional banking services passively; instead, they maintain active engagement with digital
wallets, peer-to-peer payment systems, online brokerage platforms, robo-advisors, and
cryptocurrency exchanges. Widespread use of smartphones and accessible Internet services has
furthered opportunities for students to partake in stock trading, mutual funds, exchange-traded
funds (ETFs), or crypto markets with only minimal investment requirements. Large online
platforms for social media and investment communities have assumed significant roles in their
awareness of investing, serving in the fast dissemination of market news, trends, and speculative
opportunities [9]. This transformation has effectively lowered geographical and structural
barriers; hence the opening up of finance to those who were excluded and so creating new
avenues to inclusion. However, security risks become evident: cyber-attacks, data privacy,
digital fraud, and extensions of cognitive biases in rapid digital trade environments. Hence, the
day-to-day convergence of digital finance with students will require not just an understanding in
tech but also the development of analytical and ethical skills [10].
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Figure 2: Comparison of Traditional and Digital Financial Service Processes [11]

The figure2 compares the time-consuming traditional banking process, involving branch visits
and manual interactions, with the streamlined digital process completed via mobile applications.
It highlights how digital financial systems significantly reduce processing time from weeks to
hours while improving convenience and efficiency. Digital financial transformation, triggered by
and within higher education institutions, extends rather than student investment behavior to
institutional practices, curriculum design, and financial management systems. Universities are
increasingly incorporating digital financial education modules, simulation-based investment
training, and fintech-driven learning tools into assessing a student's preparation for modern
financial ecosystems. Within the faculties of business and interdisciplinary programs Quotient,
industry exposure is emphasized, accompanying trading platforms, financial analytics software,
blockchain applications, and digital risk management frameworks [11]. However, universities
themselves use digital financial systems for things such as tuition payment, scholarship
management, research funding management, and campus-based digital payment infrastructures
to create a digitally integrated financial environment. In developed countries, some have inserted
structured digital financial literacy initiatives within academic curricula to cultivate responsible
investment behavior and long-term financial planning, thus supporting students as future market
systems assume digital finance. Yet, institutions in emerging economies have to overcome
infrastructural constraints, limited access to advanced fintech tools, and regulation gaps,
hampering effective integration of digital finance education. Despite the above-mentioned
disparities, the prevailing assertion is the gradual evolution of higher education systems in
adaptation to digital financial realities-pushing innovation, collaborative ventures with the
fintech sector, and policy promotion [12]. However, the pace of technological advancement
tends to outstrip that of regulation and adaptation in academia creating growing disparities
between the space of accessing digital investment platforms and the preparedness of students to
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manage these responsibly. That is why the digital transition in financial systems within higher

education means hope and trouble at the same time: hope for an improved financial inclusion, for
experiential learning and for economic participation; trouble to ensure such students do possess
the right digital financial literacy, risk awareness, and ethical judgment to take on an increasingly

difficult and IT-driven financial market [13].

Table 1: Digital Transformation of Financial Systems in Higher Education [14]

Dimension Traditional Digitally Transformed | Impact on Students
Financial System Financial System in
Higher Education
Access to | Physical bank visits, | Mobile banking apps, | Increased accessibility
Financial Services | paperwork-based digital wallets, online | and convenience
processes banking portals

Investment Broker-assisted Online trading apps, robo- | Easy entry into global

Platforms trading, offline | advisors, cryptocurrency | financial markets
transactions exchanges

Payment Systems | Cash, cheques, | UPI, QR codes, digital | Faster, contactless,
manual fee | wallets, online fee | and secure
submission payment systems transactions

Financial Classroom lectures, | E-learning modules, | Experiential and

Education textbooks fintech simulations, | interactive learning

Delivery virtual trading labs

Information Newspapers, Social media, financial | Real-time market

Sources financial advisors blogs, Al-based analytics | information access

tools

Risk Management | Limited exposure to | High exposure to volatile | Need for stronger

market volatility digital assets and | digital financial
algorithmic trading literacy

Financial Limited by | Global access through | Broader participation

Inclusion geography and | smartphones and internet | across demographics
infrastructure

Data & Analytics | Manual record | Big data analytics, AI- | Improved decision-

Use keeping driven financial insights making (if properly

understood)
Institutional Manual accounting | ERP systems, digital fund | Transparent and
Financial and payment | management platforms efficient operations
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Management tracking

Regulatory & | Traditional banking | Cybersecurity concerns, | Greater need  for

Security Issues regulations digital fraud, data privacy | digital awareness and
risks protection

Table 1 outlines the transition from traditional paper-oriented financial structures to technology-
based digital financial ecosystems in the higher education paradigm, highlighting how mobile
banking, online investment platforms, digital payments, and Al systems have actually enabled
access and speed alongside global attendance for students. Yet, universities have also gone
digital in financial management along with experiential learning through fintech simulations.
However, an increase in digital risks and exposure to cybersecurity challenges stresses the need
for a stronger digital financial literacy and regulatory consciousness among the students.

I11. Role Of Financial Technology (Fintech) In Shaping Student Investment Practices
Financial Technology (FinTech) is revolutionizing the global financial framework making a
huge impact on the investment practices of higher education students. Enabled by various mobile
banking applications, online brokerage platforms, robo-advisors, P2P lending platforms, digital
payment infrastructures, and cryptocurrency exchanges, the access to financial markets is now
available to the mass market. Instead of traditional investing environments requiring significant
funding, intermediary brokers, and complex process, fintech permits students to enter the market
at an affordable price with user-friendly Skype interfaces and real-time analytics really early in
their financial life [15]. The convergence of Artificial Intelligence (AI), machine learning
algorithms, and automated portfolio management systems further simplifies investment decision-
making processes for students by offering personalized recommendations based on their risk and
financial objectives. However, trading games and simulator platforms foster experiential learning
opportunities by allowing students to dabble into equity trading, mutual fund investing,
exchange-traded funds (ETFs), among others. Furthermore, integration with social media within
the fintech ecosystem acts as a vital medium for social networking, community-based
discussions, and disseminating information at a pace [16]. As such, fintech is enabling financial
inclusion and transforming the attitude of students toward investments, thereby changing the
student's job from mere savers to actively market participants. Needless to say, easier entrance
also implies heightened exposure to attractive speculative activities, herd-mentality investment
behavior, and overconfidence management, especially when populated by displays solely relying
on trend factors or triggers such as algorithm-driven prompts [17].

The fintech spectrum, beyond its expressly deemed accessibility and convenience parameters,
has brought transformations at the cognizant and behaviour dimensions in the students'
investment practices. Embraced by the digital force, these platforms catalyse a plethora of
market dynamics, serving as real-time portfolio tracking tools, allowing instant trading
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capabilities, and embedding analytical dashboards in the user interface. This 24/7 connectivity
fuels traders' whirlwind during these times; yet at the back of it, the other side of the spectrum, it
generates an opportunity for some savvy traders to remain moderate and maintain discipline by
adopting a more systematic approach to investing, such as with automatic savings schedules and
robotic robo-based advisories [18]. Further investments of fintech would go into financial
awareness via numerous educational websites, online tutorials, and financially literate
applications, therefore establishing a foundation for the realization of theoretical activities to
being operative. In high-education settings, university-fintech collaboration spurred the
development of programs in various locations, like virtual trading labs, blockchain independent
studies, and finance-analytics classes, affording students worthwhile practical content on digital
financial platforms. Nonetheless, higher orders of a fintech environment mandate ample financial
digital literacy in reading data correctly, contextualizing algorithmic suggestions before
committing, and immediate identification of cyber threats [19]. Problems like data theft,
phishing, electronic fraud, and misinformation on social trading are risks for ignorant investors.
As long as strongly advanced financial education is not supplementing it, the volatile nature
featured by certain digital assets, including cryptocurrency and leveraged products, makes it
conducive for erratic decisions. Geographical disparities heavily affect how fintech shapes
student investment behavior, for in well-developed jurisdictions, a mature regulatory framework
and state-of-art digital infrastructure stand at the ready to support leading-edge financial-
technology initiatives, while others may struggle with the challenge of the never-ending growing
list of tech-inspired ideas and inescapably so in-regulatory limbo [20]. Hereby, fintech is
providing investment exposure that is unparalleled for students, although simultaneously
challenging them to acquire critical-thinking skills, ethical awareness, and risk management
service, in one single operand. What it fully manifests with financial inclusion, even though it
will also keep thereby promoting innovation and experimentation in-line with prompt decision-
making herein, is a paradigm shift into the very terrain of our traditional financial myths in
behavior. That, rather than creating a museum of financial laboratories, marks the immediate
desideratum for training them on such digital literacy programs-applicable within higher
education-to stave off such sharp classification between tainted and authentic investment smack
on to remain responsible and sustainable for all.

IV. Global Trends And Regional Disparities In Digital Financial Education

The extreme digitalization of financial services has dramatically remolded financial education all
around the globe, with digital financial literacy (DFL) becoming a crucial pillar of contemporary
educational models. Governments, financial institutions, and universities across the world have
been increasingly in acceptance that traditional financial literacy is not sufficient in an ecosystem
driven by technology. With digital banking, online investment platforms, blockchain
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technologies, and mobile payment systems, digital financial education is now paying appreciable
attention to technological skill heatroom [21], awareness of cybersecurity, knowledge of data
interpretation, and responsible digital investment behavior. Several institutions of higher learning
have integrated digital financial modules into their academic courses across the globe, especially
those with financial or economic wherewithal or cross-disciplinary practices. Some universities
are also implying trading pneumatic platforms, fintech labs, Al-based financial analytics, and
blockchain-based case-studies as regular parts of their study plans. Massive Open Online
Courses (MOOCs), webinars, or app-delivered financial learning platforms further enhance
public access to digital financial education far beyond the confines of conventional classrooms.
With smart consummation and easy access to the internet, smartphones have made it possible for
a micro-learning paradigm for students to learn financial aspects in simple digital pushes like
short modules of gamified applications together with interactive content [22].

Comparative Digital Financial Education Ecosystem: Developed vs Developing Economies
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Figure 3. Comparative Digital Financial Education Ecosystem in Developed and
Developing Economies.

The figure presents a comparative index illustrating differences in curriculum integration,
FinTech exposure, digital infrastructure, regulatory support, and student investment participation
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between developed and developing economies, highlighting structural disparities in digital
financial literacy ecosystems

Intermediation of academic institutions and fintech companies is one powerful universal
movement. Such initiatives offer hands-on experience of digital financial tools, internships in
fintech startups, and access to actual financial data for students. Many countries' policymakers
are beginning to devise national strategies designed to pump up youths' digital financial
preparedness for long-term economic development. International institutions are long strenuous
with financial inclusion and digital empowerment as part of one or two pillars of sustainable
development. Moreover, behavioral finance theories are also increasingly discussed within
digital finance education to enlighten students on psychological biases that are often far too
magnified in the online trading domain [24]. The above numerous facts detail what indicates the
world-wide pivot in financial education, from the added piece into the higher horrifying buckle
of the academia's system. In spite of these positive global developments, the substantial regional
disparity in digital financial education implementations persists in their effectiveness. North
America, Europe, and some parts of East Asia are developed economies. They highly integrate
digital financial literacy into the curriculum [25]. These regions have the advantage of having
advanced digital infrastructures, widespread access to the internet, well-developed regulation
systems, and robust financial markets. Students need to take structured finance courses in
university, make trading simulation in digital technicalities, and enjoy the environmentalism of
FinTech. Diversified investment practices among the graduates of these regions are helped by an
increased digital form of financial literacy. Robust consumer protection measures and standards
on cyber security will instill trust in digital finance systems, encouraging responsible
engagements thereby.

Contrastingly, most developing and underdeveloped nations have plain tasks to deal with
infrastructural, economic, and policy adversities, which disturb the efficacy of the imparting of
digital financial education. Scarcity of broadband access, constraining data charges, and unequal
sharing of technological resources have, much extent, created a digital divide that stops young
learners from participating in financial e-learning platforms [26]. In rural or financially
disadvantaged areas, students might not have the availability of smartphones, computers, or the
internet needed to use digital financial tools. Moreover, some educational institutions in certain
locales are moneyless, have been following outdated curricula, and lack relevant teaching staff
for fintech-related subjects, making digital financial education more abstract than practical and
thereby reducing its effects on investment behavior become.

Regulatory and institutional differences contribute towards regional disparities. For instance, in a
country where fintech-related regulations are still blurry, dubiety surrounding digital assets,
cryptocurrency markets, and online trading platforms might hinder a more organized inclusion of
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those topics in the university programs. The unavailability of adequate safety nets for consumers
means easy opportunity to fall victim to digital fraud, phishing attacks, and financial scams,
especially for young and ignorant investors [27]. Lacking an established environment, students
may rely even more on informal information sources, mainly social media feeds and peer
networks, which can be nothing more than misinformation to catalyze further speculation.
Moreover, cultural factors drive regional disparities as society's attitudes towards risk and taking,
saving, and investment are widely diverse. A very conservative financial environment can
restrain the participation of a significant section in the equity markets in one region, while, on the
other side, the fast penetration of digital trading platforms can encourage high-risk behavior in
another region. Furthermore, within-country wealth disparity facilitates unequal access to digital
financial education compared to peers. Even in technologically advanced countries, income
disparities, educational background, and family financial experience limit students' exposure to
digital financial literacy and investment opportunities. The students who are the first in their
families to attend university or are from low-income households have generally less contact with
formal financial planning concepts; as such, their confidence hinges on actually engaging with
digital investing platforms [28]. Gender issues still plague these regions: Female students have
much lower participation rates in digital investment activities because of social norms or lack of
access to financial resources. Addressing such inequalities has to go hand in hand with inclusive
digital financial education.
4.1 Gender Disparities in Digital Financial Literacy and Investment Behavior

Italy presents a digitally mature yet behaviorally paradoxical context: while 86.1% of the
population uses the internet and 97.5% owns smartphones, with substantial engagement in online
information search and digital finance activities, deeper participation in advanced financial
instruments such as cryptocurrencies remains limited [29]. Beyond access, gendered disparities
in digital financial literacy (DFL) significantly shape financial decision-making and investment
intention. Evidence from India shows that financial attitude, subjective norms, perceived
behavioral control, DFL, and financial accessibility strongly influence women’s financial
decision-making, which in turn drives investment intention, with financial resilience acting as a
moderator [30]. Similarly, Hungarian finance students exhibit no gender gap in financial
knowledge or attitudes; however, a persistent behavioral gap reveals that female students are less
likely to exploit advantageous financial opportunities [31]. In Indonesia, financial literacy
operates as a gendered cognitive—behavioral capability that enhances digital engagement and
entrepreneurial sustainability, leading to the development of the Gendered Financial Literacy
Capability Model (G-FLCM) [32].
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Structural and contextual determinants further shape digital financial inclusion. In China, the
digital divide significantly restricts household investment participation, with financial literacy
mediating a substantial portion of this effect [33]. Large-scale evidence from Japan highlights
demographic and psychological predictors of DFL, with males, higher education, and income
positively associated with literacy levels [34]. In Indonesia’s Maluku region, financial literacy,
fintech literacy, risk perception, and self-efficacy drive investment decisions, though gender
differences emerge primarily in risk perception [35]. In Bangladesh, financial literacy, digital
literacy, and especially self-efficacy significantly enhance FinTech adoption [36]. Hungarian
evidence underscores the interaction between objective knowledge, subjective confidence, and
digital engagement [37], while research from Jordan demonstrates that digital awareness,
experience, and skills promote cashless adoption, with gender moderating specific relationships
[38]. Collectively, these studies reveal that digital financial inclusion is shaped not only by
access but by gender-sensitive behavioral, cognitive, and institutional dynamics.

Table 2: Comparative Parametric Analysis of Gender, Digital Financial Literacy, and

Investment Behavior Studies ([29]- [38])

Ref. | Region Sample | Target Theoreti | Key Mediato | Depende | Gender | Key
No. Size Populatio | cal Indepen | rs nt Findin | Contrib
n Framew | dent Variable | gs ution
ork Variable
S
[29] | Italy Nationa | General Digital Internet | — Digital Not Digital
1 digital | population | access use, finance | gender- | maturity
statistic indicator | smartpho usage focused | paradox
S S ne in
ownershi financial
p access
[30] | India 385 Women TPB- FAtt, Govt FDM — | Strong | Fintech
based SN, support, | INT positive | adoption
SEM PBC, Financial DFL drivers
framewo | DFL, FA | resilienc impact; | among
rk e resilien | Indian
(moderat ce women
or) modera
tes
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tude; gap
10%
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ral gap
persists
[32] | Indonesia | 75 Women TRA, Financial | — Digital Gender | Gendere
SMEs TAM, literacy marketin | ed d
KBV, capabilit g capabili | Financial
Feminist |y adoption | ty Literacy
Entrepre develop | Capabilit
neurship ment y Model
(G-
FLCM)
[33] | China CFPS Household | Digital Digital Financial | Investme | Digital | Digital
2020 ] divide access literacy | nt exclusi | divide as
dataset theory (mediato | participat | on epistemi
r), Social | ion reduces | c barrier
capital particip
ation
[34] | Japan 158,16 | Investors | Behavior | Demogra | Income— | DFL Males | Validate
9 al phic, Gender | acquisiti | show d DFL
learning | Economi | interactio | on higher | determin
theories | c, n DFL; ant
Psycholo gender- | framewo
gical income | rk
factors interact
ion
[35] | Indonesia | 400 Capital Financial | FL, FTL, | Gender Investme | Gender | Gender-
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rk st emerging
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[37] | Hungary OECD | National Capabilit | Objectiv | Cluster | Digital Men Multidim
survey | population | y-based |e & | profiles | financial | higher | ensional
sample framewo | subjectiv behavior | knowle | financial
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[38] | Jordan 418 University | DFL Awarene | Gender | Cashless | Gender | Gendere
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nt Knowled | or) adoption | tes finance
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V. Conceptual Framework Of Digital Financial Literacy And Investment Behavior
Digital Financial Literacy (DFL) is supported by the concept of Investment behavior through
integrating the theories of financial literacy, technology adoption, and behavioral finance. Digital
Financial Literacy, interfacing with concepts initially covered more traditionally, also entails
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digital competencies, technological proficiency, cyber-secure awareness, and discrimination
skills. Following the transformations of a more and more digitalized landscape of finance, higher
education students are given the experience of online-banking, fintech platforms, robo-advisors,
mobile-app trading, and cryptocurrency exchanges. Therefore, DFL is conceptualized as a
multifaceted construct, containing (1) financial knowledge (understanding of investment
concepts, risk-return trade-off, diversification); (2) digital skills (use of financial apps or web
platforms); (3) information evaluation capacity (critical assessment of online financial contents
and scopes of social media); and (4) digital-risk awareness (knowledge of cybersecurity threats;
networking attacks; fraud risks, involvements in various informal networks). Taken together,
these dimensions influence the perceptions students develop regarding the investment
opportunities and their financial decisions [39].

Investment behavior is a choice of financial decisions among individuals that decide on where to
put their resources into assets like stocks, mutual funds, exchange-traded funds, bonds, or digital
assets. In the college student cohort, investment behavior is grounded not just in knowledge but
also develops due to psychological, social, and technological factors. The behavioral finance
theory has it that cognitive biases, such as overconfidence, herd behavior, loss aversion, and
present bias, have significantly influenced investment decisions. These biases could get seriously
amplified in digital environments owing to access to real-time trading, social trading practices,
and algorithmic recommendations. The framework puts DFL as a foundational capability that
can be utilized to moderate or eliminate irrational investment behavior enhancement of analytical
skills, mid for risk assessment ability, and long- term financial dependency [40].

Theoretical model proposes that Digital Financial Literacy is the main independent variable
determining Investment Behavior as the dependent variable. However, neither relationship is
linear nor isolated. Rather, several mediating and moderating variables govern their strength and
direction. Financial self-efficacy is the chief mediating variable, denoting a belief in the
individual ability to perform financial tasks. Higher DFL of students may lead to an increased
financial self-efficacy, which in turn encourages proactive and varied investment behaviors. Risk
perception is another mediating factor. Here, digital financial literacy is associated with an
understanding of market volatility, cyber risks, speculative bubbles, etc., and therefore, to some
extent, improves the rationality with investments. Conversely, lower levels of DFL may spark
impulsive trading decisions relying upon incomplete information or misinformation. Technology
adoption theories, like perceived usefulness and perceived ease of use, further enrich framework.
The more user-friendly and beneficial they perceive digital investment platforms to be, the more
students are likely to access them. However, accessibility in financial digital form may lead to
overtrading or over-exposure to high-risk digital assets without a sufficient level of digital
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financial literacy. So DFL acts as a defensive reinforcement: technology adoption translates into
responsible investment behavior rather than speculative behavior [41].

Socio-demographic variables like age, gender, socio-economic background, academic discipline,
and geographic location served as controlling variables. For instance, students from business or
economics backgrounds could exhibit greater financial analytical skills vis-a-vis students from
non-financial disciplines. Similarly, students from technologically involved regions might be
exposed to better fintech tools, which in turn might operate to bolster the DFL-investment
behavior linkage. With cultural factors influencing risk tolerance and pre-Other cultural factors
governing savings orientation, we can hypothesize how digital financial literacy influences types
of investment choices [42].

In this conceptual framework, institutional support and financial education programs play a vital
role in shaping students' digital financial capabilities. Such capabilities are enlarged upon by
those institutions that employ financial simulations, trading labs, and focused financial literacy
schemes involving the incorporation of fintech. Further interventions at the policy level,
campaigns requiring one to be regulatory-savvy, and working relationships with financial
institutions should be employed to magnify the force behind DFL infusing responsible
investment behaviors. In such ways, the institutional setting serves as an environmental factor
influencing alike digital financial literacy and investment outcomes.

At the outcome level, investment behavior can be categorized into short-term speculation trading
and long-term strategic investment planning. The framework proposes higher DFL values to be
circling around diversified portfolios, invest systematically, allocate funds intelligently, stick to
technical decision-making, and so forth [43]. By contrast, lower DFL values may reflect herd-
directed investments, excessive cryptocurrency speculation, and vulnerability to online financial
scams. It is important that the present framework takes into account the feedback mechanism.
Investment experiences (successful or unsuccessful) may act upon financial learning motivation
and digital engagement in later stages. Positive outcomes can bolster financial learning and a
disciplined approach, whereas negative experiences may either lessen participation or incite
riskier behavior determined by psychological resilience and learning orientation. As the link with
DFL towards investment behavior is a dynamic one and not a static one.

Table 3: Recent Empirical Studies on Digital Financial Literacy and Investment Behavior

Ref. Key Focus Area Major Contribution / Finding

No.

[21] FinTech, Self-efficacy, | Fintech  self-efficacy  significantly =~ moderates
Investment investment decision-making.

[22] Digital Financial Literacy, | Higher digital financial literacy positively influences
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Investors investment behaviour.
[23] TPB Model, Millennials & | Digital literacy improves financial behaviour through
Gen Z planned behaviour theory.
[24] Women, Financial Decision- | DFL enhances informed financial decisions among
Making women investors.
[25] Systematic Review, TCCM | Identifies research gaps and proposes future research
Framework agenda.
[26] Digital Finance, Managerial | Highlights role of biases and literacy in MSME
Bias financial behaviour.
[27] Al, Technological Innovation | AI and tech innovation reshape digital financial
decision-making.
[28] Millennials, Risk Behaviour | Financial literacy moderates risk tolerance and risky
investment behaviour.
[39] Crypto Literacy Examines literacy level among cryptocurrency users.
[40] Financial Behaviour, MSMEs | Digital literacy influences financial behaviour via
financial attitude.
[41] Bibliometric Analysis Reviews three decades of research trends and future
directions.
[42] SDGs, Women | Literacy contributes to economic empowerment and
Empowerment SDGs.
[43] Household Investment Financial literacy positively affects household
investment decisions.

Table 2 summarizes recent empirical studies highlighting the significant role of digital financial
literacy, fintech adoption, and behavioral factors in shaping investment decisions across different
demographic groups.

VI. Conclusion And Future Work

This review highlights the growing significance of digital financial literacy (DFL) in shaping
investment practices among higher education students worldwide. The digital financial literacy is
becoming an increasingly important factor in instrumenting higher education students worldwide
to evolve sound investment practices. Given the move of financial systems to contain Digital
transformation, student capacities need to extrapolate beyond dealing with traditional financing
concepts to more adept handling of fintech tools, online trading systems, digital money transfer
modes, and emerging capital forms like cryptocurrencies. The results coming from a review
study of global literature generally point towards a positively weighted association of higher
digital financial literacy with better investment decisions, risk management and financial
planning in the long run.The next departure in the report is that the end results remained most
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likely to be varied between developed and developing countries. While the phenomenon of
monetary education is present in the syllabus at university levels and extends well for up to a
maximum level within well developed countries, the nations in the developing realm have a set
of barriers such as having access and using digital devices, amidst awareness of regulations, and
simply facing socioeconomic problems. The digital financial education implemented plays an
indispensable role in the formation of inference from the behavioral heuristics; it results in
incentives based upon the failures to understand that they will have on exemplary behavior of the
people.

References

1. Castro Benavides, Lina Maria, et al. "Measuring digital transformation in higher
education institutions—content validity instrument." Applied Computing and
Informatics 22.1-2 (2026): 129-144.

2. Bejaoui, Eya, Naima Lassoued, and Imen Khanchel. "Strategic value or threat? The
effect of digital transformation on market power in MENA banking." Eurasian
Economic Review (2026): 1-23.

3. Micheal, Dave. "Digital Transformation Strategies and Their Impact on Operational
Efficiency in the Banking Sector." (2026).

4. Ebabu, Engidaw Abriham, et al. "Navigating Sustainable Digital Transformation in
South-South Cross-Border E-Commerce: Insights on Cultural Adaptation, Green
Marketing Strategy, and Inclusive Business Model Innovation." International Review
of Economics & Finance (2026): 104907.

5. Dogan, Miray, and Hasan Arslan. "Empowering Academics in the Digital Age:
Navigating the Transformation of Higher Education." European Journal of
Education 61.1 (2026): €70420.

6. Suhardjo, Suhardjo, et al. "Developing Social Accounting Competencies through IoT-
Based Goat Farming Learning Systems." Reflection: Education and Pedagogical
Insights 3.1 (2026): 10-18.

7. El Garem, Rania Ahmed. "HR digital transformation: enhancing human resource
management through technology." Future Business Journal 12.1 (2026): 5.

8. Pham, Thuy Thu, Hien Thi Thu Hoang, and Ha Thi Thu Do. "Human resources and
bank performance in the context of digital transformation: an empirical study in
Vietnam." Pacific Accounting Review 38.1 (2026): 149-167.

9. Nara, In, Horn Sarun, and Mean Saroeung. "The Contribution of Artificial
Intelligence to Academic Management and Decision-Making in Universities: Nano
Review." Journal of Agriculture and Environment 3.2 (2026): 47-49.

Volume 16 Issue 01 (January-March 2026) 332



International Journal of Engineering,
Science and Humanities

An international peer reviewed, refereed, open-access journal

Impact Factor 8.3 www.ijesh.com ISSN: 2250-3552

10. Para-Gonzalez, Lorena, Victor Hugo Arredondo-Méndez, and Carlos Mascaraque-
Ramirez. "Rethinking corporate social responsibility and human capital integrating
digital transformation and Industry 4.0." Social Responsibility Journal 22.2 (2026):
392-420.

11. Prayitno, Hadi, et al. "The Effect Of Digital Transformation Readiness, Data
Governance Maturity And Responsiveness Of It Support On Digital Trust In
Educational Institutions." Jurnal Pengabdian Masyarakat dan Riset Pendidikan 4.3
(2026): 16892-16896.

12. Lu, Zhaoyang, et al. "How digital transformation affects supply chain concentration:
the case of companies listed on China’s Shanghai and Shenzhen A-share
markets." Technology Analysis & Strategic Management (2026): 1-15.

13. Helmi, Muhamad, Imam Heryanto, and Destia Aktarina. "The Role of Financial
Technology and Financial Literacy in Shaping Gen Z Students' Consumer
Choices." Majalah Bisnis & IPTEK 18.2 (2025): 176-188.

14. Divakara Reddy, N. "Enhancing Financial Literacy And Investment Decisions
Among Students Through Digital Platforms And Simulations."

15. Anwar, Shaista. "The Role Of Mobile Banking And Fintech Apps In Shaping
Investment Behaviour Among Millennial And Gen Z." Scientific Culture 11 (2025).

16. Kartini, Titin, et al. "Determinants of financial technology (fintech) adoption behavior
in personal financial management among economics education students in east
java." Jurnal Ekonomi Pendidikan Dan Kewirausahaan 13.1 (2025): 21-58.

17. Fitri, Nurul Aidiatul, and Sulkiah Sulkiah. "The Influence Of Financial Literacy,
Financial Technology (Fintech) And Social Environment On Financial Behavior Of
Students Of The Faculty Of Economics, Class 2022-2023." EKOMBIS REVIEW:
Jurnal Ilmiah Ekonomi dan Bisnis 13.4 (2025): 3771-3786.

18. Magableh, Khaled Naser Yousef, et al. "Role of financial technology (FinTech)
innovations in driving sustainable development: A comprehensive literature review
and future research avenues." Journal of Science and Technology Policy
Management (2025).

19. Algirem, Raed, and Raed Walid Al-Smadi. "Enhancing sustainable FinTech
education: Investigating the role of smartphones in empowering economic
development in Jordan." Discover Sustainability 6.1 (2025): 509.

20. Alsmadi, Ayman Abdalmajeed, and Manaf Al-Okaily. "Future front of finance: the
role of FinTech strategies, competitiveness dynamics and sustainable
solutions." Competitiveness Review: An International Business Journal (2025).

Volume 16 Issue 01 (January-March 2026) 333



21.

22.

23.

24.

25

26.

27.

28.

29.

30.

31.

32.

International Journal of Engineering,
Science and Humanities

An international peer reviewed, refereed, open-access journal

Impact Factor 8.3 www.ijesh.com ISSN: 2250-3552

Che Hassan, Norhazimah, et al. "What factors affecting investment decision? The
moderating role of fintech self-efficacy." Plos one 19.4 (2024): €0299004.

Joshi, Padam Raj, and Babu Ram Rawat. "Influence of digital financial literacy on
investment behaviour of Nepali investors." KMC Journal 6.2 (2024): 35-54.
Amyulianthy, Raftini, et al. "Digital Investment Literacy and Financial Behaviour: A
Theory Planned Behaviour—-Community Engagement for Millennials and Gen Z in
Indonesia." International Research Journal of Economics and Management Studies
IRJEMS 4.6 (2024).

Mishra, Deepak, et al. "Digital financial literacy and its impact on financial decision-
making of women: Evidence from India." Journal of Risk and Financial
Management 17.10 (2024): 468.

. Negi, Pushpa, and Anand Jaiswal. "Impact of financial literacy on consumer financial

behavior: A  systematic review and research agenda using TCCM
framework." International Journal of Consumer Studies 48.3 (2024): e13053.

Risman, Asep. "The Behavioral Finance of MSME: Digital Finance, Managerial
Biases, Financial Literacy." Dinasti International Journal of Economics, Finance &
Accounting (DIJEFA) 5.2 (2024).

Aleksandrova, Aleksandrina, et al. "Digital financial literacy in a post-covid world:
The role of AI and technological innovation in shaping financial decision-
making." Revista de gestdo social e ambiental 18.11 (2024): 1-18.

Mohta, Anu, and V. Shunmugasundaram. "Moderating role of millennials' financial
literacy on the relationship between risk tolerance and risky investment behavior:
evidence from India." International Journal of Social Economics 51.3 (2024): 422-
440.

Marconi, Daniela, Marco Marinucci, and Giovanna Paladino. "Digital and financial
skills in shaping financial decisions: Exploring the gender gap." Italian Economic
Journal 11, no. 2 (2025): 571-605.

Mishra, Deepak, Naveen Agarwal, Sanawi Sharahiley, and Vinay Kandpal. "Digital
financial literacy and its impact on financial decision-making of women: Evidence
from India." Journal of Risk and Financial Management 17, no. 10 (2024): 468.
Berlinger, Edina, Barbara Domotor, Krisztina Megyeri, and Gyorgy Walter.
"Financial literacy of finance students: a behavioral gender gap." International Journal
of Educational Management 39, no. 8 (2025): 116-133.

Nuraisyiah, Muhammad Azis, and Muhammad Hasan. "Gendered Financial Literacy
and Digital Marketing Adoption: Insights from Female Entrepreneurs in an Emerging
Economy." Administrative Sciences 16, no. 1 (2025): 11.

Volume 16 Issue 01 (January-March 2026) 334



International Journal of Engineering,
Science and Humanities

An international peer reviewed, refereed, open-access journal

Impact Factor 8.3 www.ijesh.com ISSN: 2250-3552

33. Guo, BenSu, and JinDong Guo. "The digital divide and household risky financial
investments." International Review of Economics & Finance (2025): 104565.

34. Lal, Sumeet, Aliyu Ali Bawalle, Mostafa Saidur Rahim Khan, and Yoshihiko
Kadoya. "What determines digital financial literacy? Evidence from a large-scale
investor study in Japan." Risks 13, no. 8 (2025): 149.

35. Salampessy, Rahma Artika, and Astrie Krisnawati. "The Influence of Financial
Literacy, Financial Technology Literacy, Risk Perception, and Self-Efficacy on
Investment Decisions of Capital Market Investors in Maluku Through Multi-Group
Analysis." American Journal of Economic and Management Business (AJEMB) 4,
no. 8 (2025): 1388-1402.

36. Islam, KM Anwarul, and Muhammad Saifuddin Khan. "The role of financial literacy,
digital literacy, and financial self-efficacy in FinTech adoption." Investment
Management & Financial Innovations 21, no. 2 (2024): 370.

37. Médosné Szalai, Szilvia, Szonja Jenei, and Erzsébet Németh. "Knowledge or
Confidence? Exploring the Interplay of Financial Literacy, Digital Financial
Behavior, and Self-Assessment in the FinTech Era." FinTech 4, no. 4 (2025): 75.

38. Shehadeh, Maha, H. M. Dawood, and Khaled Hussainey. "Digital financial literacy
and wusage of -cashless payments in Jordan: the moderating role of
gender." International Journal of Accounting & Information Management 33, no. 2
(2025): 354-382.

39. Imamah', Nur, and Layyin Nafisa. "Financial Literacy of Cryptocurrency Users
in." Proceedings of the 2023 Brawijaya International Conference (BIC 2023).
Springer Nature, 2024.

40. Watiningrum, Sulistia, Karuniana Dianta Arfiando Sebayang, and Siti Fatimah Zahra.
"The Influnce of Financial Literacy and Digital Literacy on Financial Behavior with
Financial Attitude as an Intervening Variable in Culinary MSME in Bekasi
City." International Journal of Current Economics & Business Ventures 4.1 (2024).

41. Yuvaraja, N., and Swamy Perumandla. "A bibliometric evaluation of financial
literacy and investment: a three-decade study based on the Scopus database, current
research trends, and future directions." International Journal of Process Management
and Benchmarking 17.1 (2024): 89-108.

42. Mishra, Deepak, et al. "Digital and financial literacy for uplifting women and
achieving sustainable development goals." F1000Research 13 (2024): 1364.

43. Bagqir, George. "Role of Financial Literacy in Household Investment Decisions in
Irag." American Journal of Finance 10.2 (2024): 52-62.

Volume 16 Issue 01 (January-March 2026) 335



