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ABSTRACT

Machine learning (ML) has emerged as an effective approach for predicting exploit-prone
software vulnerabilities. However, the quality of predictions heavily depends on the selection
and transformation of features and the tuning of model parameters. This study investigates the
impact of feature engineering and hyperparameter optimization on the performance of machine
learning models predicting exploitability of software vulnerabilities. We define a comprehensive
set of vulnerability parameters including CVSS metrics, code complexity indicators, and
temporal attributes. Using public vulnerability datasets (e.g., NVD and Exploit-DB), we compare
baseline models with enhanced models incorporating engineered features and optimized
hyperparameters via Grid Search and Bayesian Optimization. Results show significant
improvements in prediction metrics (accuracy, F1-score, AUC) when feature engineering and
hyperparameter tuning are applied. Our findings highlight that careful engineering of
vulnerability parameters and systematic parameter search substantially improve exploit
prediction performance, offering practical insights for vulnerability management and security
automation.
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1. INTRODUCTION

Software vulnerabilities are pervasive and pose significant security risks. Predicting which
vulnerabilities are likely to be exploited in the wild enables proactive defense and prioritization
of patching. Traditional vulnerability prediction methods are rule-based and often fail to capture
complex dependencies between attributes. Conversely, machine learning allows data-driven
exploit prediction but critically depends on which features are used and how model parameters
are configured.
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Feature engineering transforms raw vulnerability data into meaningful inputs for ML models.
Parameters derived from vulnerability characteristics—such as Common Vulnerability Scoring
System (CVSS) base metrics, code complexity, and temporal information—can enrich the
learning process. Additionally, tuning hyperparameters using systematic search methods such as
Grid Search and Bayesian Optimization can significantly improve model performance.
This paper investigates the combined impact of wvulnerability feature engineering and
hyperparameter optimization on exploit prediction accuracy. Our research questions are:

» How do enhanced vulnerability parameters affect model performance?

» What is the impact of hyperparameter tuning techniques on predictive accuracy?

» How much improvement can be achieved compared to baseline configurations?
2. RELATED WORK
Numerous studies have used ML for vulnerability prediction. Traditional work leveraged basic
CVSS metrics to classify exploitability (Sabottke et al., 2015). However, newer research
highlights the importance of feature richness. For instance, Li et al. (2016) demonstrated that
incorporating contextual data, such as vulnerability descriptions, improves exploit prediction.
Feature engineering in security has been studied in areas like intrusion detection and malware
classification but remains underexplored for exploit prediction. Similarly, hyperparameter
optimization has shown success in general ML tasks (Feurer & Hutter, 2019), yet its systematic
application in vulnerability prediction is limited.
Our work bridges the gap by combining engineered vulnerability features with optimized
machine learning configurations to enhance prediction performance.
3. METHODOLOGY
3.1 DATASET AND PREPROCESSING
We use two publicly available sources:

« National Vulnerability Database (NVD): Provides CVE records with CVSS base

metrics.

o Exploit Database (Exploit-DB): Contains references to known exploits.
These datasets are merged by CVE identifiers to label vulnerabilities as exploit-prone (if present
in Exploit-DB) or non-exploit-prone.
3.1.1 Feature Set
Features are grouped into three categories:
A. CVSS Metrics
Base Score
Attack Vector
Attack Complexity
Privileges Required
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e User Interaction
e Impact Subscores

B. Code Complexity Indicators

e LOC (Lines of Code) affected

o Cyclomatic Complexity (if available via analysis)

e Module popularity (e.g., dependency count)

C. Temporal Factors

o Days since disclosure

o Patch release delay

o Time to first exploit appearance
Features undergo standard preprocessing: category encoding (one-hot), normalization, and
missing value imputation.

3.2 MACHINE LEARNING MODELS
We evaluate the following classifiers:

o Logistic Regression

e Random Forest

« Support Vector Machines (SVM)

o Gradient Boosting (XGBoost)

3.3 FEATURE ENGINEERING TECHNIQUES
We perform:

1. Normalization/Scaling: Ensures numerical features contribute equally.

2. Encoding: Converts categorical CVSS attributes to numerical representations.

3. Derived Temporal Attributes: E.g., exploit latency (exploit appearance date minus

disclosure date).

4. Complexity Aggregates: Combining code complexity metrics into composite features.
The engineered dataset is compared with a baseline dataset containing only basic CVSS metrics.
3.4 HYPERPARAMETER OPTIMIZATION
Two methods are applied:

3.4.1 Grid Search

Exhaustively evaluates combinations of predefined hyperparameter values.

3.4.2 Bayesian Optimization

Uses probabilistic models to efficiently explore the hyperparameter space, often requiring fewer
evaluations for optimal results.

For each model, key hyperparameters (e.g., number of trees, learning rate, regularization
strength) are tuned.
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3.5 EVALUATION METRICS
We evaluate using:
e Accuracy
e Precision
e Recall
e F1-score
e AUROC (Area Under ROC Curve)
Five-fold stratified cross-validation ensures robustness.
4. RESULTS AND INTERPRETATION
4.1 BASELINE PERFORMANCE

Model Accuracy | Fl-score | AUROC
Logistic Regression | 0.68 0.65 0.71
Random Forest 0.75 0.73 0.78
SVM 0.72 0.70 0.75
XGBoost 0.78 0.76 0.81
Baseline models use only basic CVSS metrics.
4.2 EFFECT OF FEATURE ENGINEERING
Model Accuracy | Fl-score | AUROC
LR (Engineered) 0.74 0.72 0.77
RF (Engineered) 0.81 0.79 0.85
SVM (Engineered) 0.78 0.76 0.82
XGBoost (Engineered) | 0.83 0.81 0.87

Significant improvement observed after engineering vulnerability parameters.

4.3 IMPACT OF HYPERPARAMETER OPTIMIZATION

Grid Search Optimized

Model Accuracy | F1-score | AUROC

RF 0.83 0.81 0.88

XGBoost | 0.86 0.84 0.90
Bayesian Optimization Optimized

Model Accuracy | F1-score | AUROC

RF 0.85 0.83 0.90

XGBoost | 0.89 0.87 0.93

Bayesian Optimization delivers better performance with fewer evaluations.

4.4 ANALYSIS
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o Feature engineering significantly boosts performance across all models.

o Optimized hyperparameters further improve accuracy and discriminative capacity.

o XGBoost with engineered features + Bayesian optimization achieves the best results.

5. DISCUSSION
Our results confirm that:

1. Richer feature sets including code complexity and temporal attributes offer
substantial predictive value beyond standard CVSS metrics.

2. Hyperparameter optimization (especially Bayesian methods) significantly enhances
model performance and should be considered standard practice in vulnerability
prediction.

3. Gradient boosting models consistently outperform linear and tree-based baselines when
features are engineered and parameters tuned.

These findings suggest that effective exploit prediction requires both meaningful feature
representations and well-configured learning models.

6. CONCLUSION

This study conclusively demonstrates that feature engineering and systematic
hyperparameter optimization play a decisive role in improving the predictive performance
of machine learning models for vulnerability exploit prediction. The experimental analysis
clearly indicates that models trained on raw or minimally processed vulnerability data are limited
in their ability to accurately distinguish exploit-prone vulnerabilities from non-exploitable ones.
However, when vulnerability data is enriched through carefully designed feature engineering
strategies and optimized through advanced parameter tuning techniques, prediction accuracy and
reliability increase substantially.

The incorporation of CVSS-based parameters—including attack vector, attack complexity,
privileges required, and impact metrics—provides a strong foundational representation of
vulnerability severity and exploit potential. Beyond this, the integration of code complexity
attributes, such as affected code size, structural complexity, and software dependency
characteristics, further strengthens the predictive capability of machine learning models. These
features help capture the inherent technical weaknesses that often make certain vulnerabilities
more attractive and feasible for attackers. Additionally, temporal features, including time since
disclosure, exploit availability delay, and patch release timelines, contribute valuable contextual
information that reflects real-world attacker behavior and exploit dynamics.

The study also establishes that hyperparameter optimization is not merely a performance
enhancement step but a critical component of effective exploit prediction modeling.
Traditional default parameter settings fail to fully utilize the learning capacity of modern
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classifiers. In contrast, systematic tuning using techniques such as Grid Search and Bayesian
Optimization significantly improves model generalization. Among these, Bayesian
Optimization consistently outperforms exhaustive grid-based approaches by efficiently exploring
the parameter space and converging on optimal configurations with fewer evaluations. As a
result, ensemble-based classifiers, particularly gradient boosting models, exhibit superior
accuracy, robustness, and discrimination capability when combined with optimized
hyperparameters.
From a practical perspective, the findings of this study have important implications for
automated vulnerability management and security decision-making. Improved exploit
prediction enables organizations to prioritize patching and mitigation efforts more effectively,
reducing exposure to high-risk vulnerabilities while optimizing limited security resources. By
focusing attention on vulnerabilities with a high likelihood of exploitation, security teams can
move from reactive vulnerability handling to a more proactive and intelligence-driven defense
strategy.
In conclusion, this research reinforces the view that accurate vulnerability exploit prediction
requires a holistic machine learning pipeline, where data representation and model
optimization are treated as equally important. The integration of rich vulnerability features with
advanced hyperparameter tuning techniques lays the foundation for building reliable, scalable,
and practical exploit prediction systems. Future research may extend this work by incorporating
dynamic runtime features, deep learning models, and real-time threat intelligence to further
enhance predictive performance and operational relevance.
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