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Abstract 

The emerging difficulty facing organizations is to acquire multi-tenant AI deployment, without 

losing the confidence in Salesforce cloud platforms. The idea that a secure multi-tenant 

architecture-oriented AI will enhance the acceptance of enterprise AI in the cloud-based Salesforce 

business setting in India was investigated in this paper, as it builds trust amongst tenants. The 

research was anchored on Trust Theory that classified the elements of perceived security assurance 

and its way of increasing the acceptance of the organizational technology and platform confidence. 

PLS-SEM was used to test the proposed relationships and 412 Indian-based IT managers, Cloud 

Administrators, Sales Force Professionals obtained the data, with the help of structured 

questionnaires. The findings have indicated that secure multi-tenant AI architecture positively 

affects the trust of tenants and was instrumental in influencing the adoption of AI throughout an 

enterprise, Salesforce-centered institutions. Also, the indirect influence of secure multi-tenant AI 

architecture to the adoption of enterprise AI based on tenant trust was high in its turn since all of 

the structural relationships were found statistically significant at p < 0.01. The study provides 

current knowledge which fills in the gap between AI security architecture and enterprise uptake 

through trust, thereby contributing to socio-technical cloud governance studies as well as setting a 

strategic path of deploying AI in Salesforce without issues over security. 
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1. Introduction 

High speed adoption of artificial intelligence (AI) in cloud-based enterprise ecosystems has 

revolutionized how companies are dealing with customer relations, operational intelligence, and 

electronic decisions. Multi-tenant cloud systems, notably Salesforce, have made it possible to 

deploy AI on a large scale, along with cost optimizations on infrastructure and flexibility within 

organizations. Nevertheless, the increasing reliance on common AI-enabled settings has also raised 

the alarm on tenant isolation issues, data leakage, algorithmic transparency, and cloud security 

controls. These statistics are supported by the fact the average cost of a data breach per 

organization is USD 4.24 million in 2021 according to the IBM Security Report, with cloud 

vulnerabilities and unauthorized access becoming the significant risks to enterprises. The current 

findings show that even with the efficiency of AI-powered cloud environments and their 

capabilities to enhance operational efficiency and digital responsiveness, organizations are still 

confronted with significant uncertainty about data security and platform safeguarding (Dwivedi et 

al., 2021; Vial, 2021). This is an indicator that technological scalability may not guarantee the 

permanent enterprises adoption unless firms develop trust and security with cloud infrastructures. 

In the enterprise software sector, Salesforce cloud solutions have been instrumental to AI-based 

customer relationship management, workflow automation, and predictive analytics. The 

combination of AI-type recommendation systems (or the integration of automation tools and 

intelligent customer engagement mechanisms) has increased the pace with which organizations 

depend on multi-tenant cloud infrastructures (Benbya et al., 2021; Huang and Rust, 2021). Though 

these developments have occurred, businesses still face issues of data privacy, access controls, 
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accountability of algorithms, and security protection at the tenant level. The hypothetical reason is 

that when the AI environment is multi-tenant, there is a complexity of governance due to the 

presence of multiple organizations that share computational resources and intelligent services 

within the identical ecosystem. Moreover, managerial distrust towards AI-based enterprise 

platforms has grown due to cybersecurity breaches related to cloud-native platforms (Kshetri, 

2021; Tawalbeh et al., 2020). As such, secure multi-tenant AI architecture has emerged as a 

strategic requirement in addition to technical infrastructure requirement. 

India presents an exceptionally topical environment to analyze secure AI-based Salesforce 

ecosystems since over the past decade, the country has made exceptional progress in its cloud 

computing and enterprise digital transformation. The growing use of AI-based enterprise 

applications in banking, healthcare, retail, and information technology industries has led to the 

near-monolithic growth of the enterprise cloud business in India. Moreover, India is one of the 

biggest international locations of Salesforce implementation, cloud technology consultancy, and 

enterprise technology services. Nonetheless, in spite of increased rates of digital adoption, Indian 

organizations still experience significant cybersecurity issues related to AI integration, compliance 

with governance, and protective data of tenants (Gupta et al., 2022; Sarker et al., 2021). This means 

that the Indian Salesforce cloud sector offers a suitable and strategically relevant backdrop to 

research the effect of secure multi-tenant architecture of AI in terms of its role in determining the 

uptake of AI in the enterprise using trust-based systems. 

Despite a rise in investment in AI-powered cloud ecosystem within the organizations, numerous 

enterprise AI projects remain elicitation resistant, poorly defined in governance, and lacking 

organizational trust. Current cloud security models have mainly focused on technical safeguards 

like encryption, authentication, and intrusion detection, with relatively little focus placed on 

organizational trust implications with regard to secure AI structures (Taleb et al., 2021; AlHogail, 

2021). As a result, organizations can embrace highly developed AI infrastructures and yet there 

seems to be a sense of high uncertainty as per accountability, reliability, and integrity of the 

platform. This unsolved tension is an urgent issue in the Salesforce cloud ecosystems since the 

decisions to adopt the enterprise at their level are not only based on the technical features but also 

on the image of trust and the guarantee of governance. Thus, research is already a significant, yet 

not sufficiently studied factor that needs more attention to understand how secure multi-tenant AI 

architecture creates trust among tenants. 

The adoption approach of cloud computing, governance of cybersecurity, enterprise AI systems, 

and the policies of digital transformation are some of the issues that have been discussed in the 

context of literature extensively. A number of studies have investigated the correlation between 

the capabilities of cloud security and the outcomes of organizational performance (AlHogail, 2021; 

Khan et al., 2022). The other scientists explored AI-based enterprise systems and their impact on 

the operational agility, customer intelligence and digital innovation (Dwivedi et al., 2021; Benbya 

et al., 2021). Also, the research of multi-tenant cloud models focused on the optimization of 

infrastructures, virtualization in enterprise eco-systems, and scalability (Taleb et al., 2021; 

Tawalbeh et al., 2020). Nevertheless, the majority of literature available today is too technology-

affected and is oriented to the infrastructural performance specifics, but not types of socio-

technical trust formations. Conversely, the literature on information systems is increasingly 

focused on the idea that organizational trust is core in technology acceptance and sustained digital 

viability in the long term (Gefen et al., 2003; Vial, 2021). 

Regardless of an increasing academic interest in AI governance and enterprise cloud systems, 

major theoretical and practical shortcomings have yet to be addressed. The use of direct relations 

between cloud security mechanisms and organizational outcomes has been a major aspect in past 

research yet it has not explored the role of tenant trust as a mediating factor between secure multi-

tenant AI architecture and enterprise AI adoption. Moreover, most original studies were based on 

imaginary debates, technical benchmarking, or simulation studies and provided little empirical 
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validation based on such sophisticated latent-variable models as PLS-SEM (Benbya et al., 2021; 

Gupta et al., 2022). The other contextual constraints are the relatively limited number of studies 

investigating context-specific trust-based AI uptake in the Salesforce cloud sector of India despite 

its growing digital community. This disconnect also implies that one may need a more customized 

socio-technical structure that can explain the impact of secure AI architecture on enterprise 

adoption behavior in terms of trust formation. 

To address these limitations, the current study aims to fulfill a number of objectives that are inter-

related. To begin with, the paper will investigate the connection between secure multi-tenant AI 

architecture and enterprise AI adoption in the Salesforce cloud industry in India. Second, it 

examines the role played by tenant trust in mediating the relationship between secure multi-tenant 

AI architecture and enterprise adoption of AI. Third, the article assesses the relevance of Trust 

Theory in the context of explaining AI-based multi-tenant cloud ecosystem organizational 

confidence. Lastly, the research uses PLS-SEM to estimate the conceptual model suggested and 

determine intricate relationships between the constructs. 

To tackle these objectives, the research questions of the study are as follows. RQ1: Does secure 

multi-tenant AI architecture have a significant impact on enterprise adoption of AI on Salesforce 

cloud platforms? RQ2: Is there a mediation between secure multi-tenant AI architecture and 

enterprise AI adoption? RQ3: How does Trust Theory justify the organizational trust in safe AI-

enabled cloud environments? These questions draw a logical analytical framework that can be 

used to consider both direct and indirect relations within the proposed framework. 

This research has an added value in expanding the field of AI governance, cloud security of 

enterprises, and socio-technical trust building in multi-tenant ecosystems. Theoretically, the 

research carries forward Trust Theory by making the concept of the tenant trust as a mediating 

variable between the secure AI architecture and the adoption of AI in an enterprise. The research 

has been conducted methodologically to enhance the empirical rigor by integrating the use of PLS-

SEM in a complex latent-variable framework. The contextually, the research presents novel 

information on Salesforce cloud industry in India, which is still less explored though the numbers 

of enterprises using AI are surging positively. They also provide give advice to managers, cloud 

architects, and policymakers in enterprises who want to enhance trust-driven AI governance 

measures in cloud-native architectures. 

The rest of this paper will be structured in the following way. The second part will summarize the 

available literature and come up with the theoretical framework and hypotheses. The third section 

explains the methodology of research such as sampling procedures, measuring development and 

the PLS-SEM analysis procedures. The fourth part discusses the results of a hypothesis test and 

empirical evidence. The fifth part comments on theoretical and managerial implications as far as 

the previous literature is concerned. Lastly, the conclusion will provide some limitations, practical 

recommendations and future research directions. 

 
Figure 1. Conceptual Framework of Secure Multi-Tenant AI Architecture and Enterprise AI 

Adoption 
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2. Literature Review and Hypotheses Development 

Secure multi-tenant AI architecture can be understood as a cloud-based intelligent infrastructure 

semantics, which allow several organizational tenants to utilize computational resources and 

obtain robust data isolation, data governance, and AI-operational integrity. Multi-tenant-based 

architecture has gained relevance in enterprise ecosystems like Salesforce since organizations need 

scalable AI implementation without sacrificing the security, privacy or assurance of governance. 

The adoption of enterprise AI on the contrary illustrates the acceptance of enterprise willingness 

to involve AI-enabled systems in the strategic and operational tasks in deciding. Tenant trust 

reflects the extent of perceptions of enterprise users towards the service provider that it is secure, 

reliable, transparent, and capable of safeguarding organizational interests when used in common 

cloud settings. The current research is based on the Trust Theory, which states that trust is a key 

mechanism that helps to minimize uncertainty and perceived risk in adoption settings of 

technologies (Gefen et al., 2003; McKnight et al., 2011).  

The Trust Theory is especially applicable as AI-enabled multi-tenant ecosystems are associated 

with high complexity, information asymmetry, and uncertainty in governance and thus, 

organizational trust becomes a precondition to an enterprise adoption determination decision. The 

latest studies on the digital transformation further increase the role of trust that the organization is 

increasingly ready to accept in the domain of AI-powered cloud services since enterprises consider 

not only technical efficiency but also governance credibility, and assurance of the security (Vial, 

2021; Dwivedi et al., 2021). Although the Technology Acceptance Model (TAM) and the 

Diffusion of Innovation Theory have been applied to explain user adoption based on perceptions 

of usefulness and the nature of innovation, there is less explanation of the models on security-

compelled trust formation in shared AI ecosystems (Davis, 1989; Rogers, 2003). Consequently, 

the Trust Theory is a much stronger explanation since it directly reflects the way in which 

perceived security assurance and governance confidence predetermine enterprise adoption 

behavior in the uncertain situation of technological uncertainty. However, the theory can be limited 

in very controlled places where compliance requirements and not perceptions in terms of trust rules 

the organizational decision. 

The existing literature suggests that safe cloud architecture has a beneficial impact on the 

implementation of technologies by enterprises since institutions are more comfortable with the 

system minimizing the risk of exposure to operations and maximizing the assurance of their control 

(Benbya et al., 2021; Gupta et al., 2022). Tenant isolation, encryption schemes, identity access 

control, and zero-trust systems are architectural security features related to multi-tenant AI 

environments and enhance the organizational trust levels by lessening the perceived risks related 

to unauthorized access and data leakage (Khan et al., 2022; Tawalbeh et al., 2020). It implies that 

a business faster embraces AI-based Salesforce cloud offerings in the context of security structures 

that are reliable and accountable. Moreover, according to the digital transformation research, 

organizations are becoming more and more inclined to see secure AI infrastructure as a strategic 

competence that allows them to run long-term innovation and operational resiliency (Vial, 2021; 

Rjoub et al., 2023). Other researchers state, however, that advanced security systems can add 

complexity and implementation price to the system, thus reducing the adoption of the enterprise 

in some types of organizations (Kshetri, 2021; AlHogail, 2021). Conversely, some researchers 

even state a positive correlation between the investments in security and the state of technological 

maturity and readiness in the organization, as well as the increasing acceptance of the enterprise 

(Sarker et al., 2021; Dwivedi et al., 2023). Therefore, the current literature is inconclusive on 

whether secure multi-tenant AI architecture is a consistent, positive factor in securing enterprise 

AI adoption in cloud-native ecosystems. Using the Trust Theory, secure architecture minimizes 

uncertainty and maximizes institutional trustworthiness perceptions, leading to higher adoption 

decision of AI at the enterprise level. Therefore, it is assumed that: 
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H1: Secure multi-tenant AI architecture has a favorable impact on the adoption of enterprise AI in 

the Salesforce cloud industry in India. 

The Trust Theory also indicates that security assurance is an antecedent of organizational trust 

since organizations ensure confidence when their computer systems are reliable, transparent, and 

safeguarded by governance (Gefen et al., 2003; McKnight et al., 2011). According to past 

researchers, through secure technological support, the establishment of trust has a positive effect 

by alleviating worries about cyber threats, data misuse, and managing operational instability 

(Alshamrani et al., 2022; Taleb et al., 2021). Several tools in AI-enabled Salesforce ecosystems, 

including multi-tenant security controls, e.g., AI-driven anomaly detection, role-based access 

control, and encryption protocols, are likely to enhance tenant trust since organizations will feel 

that the ecosystem is responsible and robust. Furthermore, recent AI regulation texts highlight the 

fact that trust grows more based on how data are viewed to be responsibly handled and how 

intelligent systems are transparent and are not just based on technical efficiency (Huang and Rust, 

2021; Dwivedi et al., 2021). Nonetheless, there are also conflicting results. Other researchers 

believe that even the presence of robust security frameworks does not ensure that organizations 

will trust AI-based systems since algorithmic opacities and automated decision-making algorithms 

lead to uncertainty in the case of accountability and fairness (Benbya et al., 2021; Kshetri, 2021). 

Other researchers, in turn, provide that these concerns may be addressed by more sophisticated 

mechanisms of governance, increasing the level of transparency and perceived reliability (Gupta 

et al., 2022; Sarker et al., 2021). In this way, the current body of work is disjointed as the research 

has not examined the degree to which secure multi-tenant AI architecture enhances tenant 

confidence towards enterprise cloud ecosystems. The Trust Theory offers an excellent explanation 

since perceived vulnerability is decreased directly when security assurance is given, which makes 

the organizations build stronger confidence in common AI infrastructures.  

H2: Secure multi-tenant AI architecture has a positive impact on tenant trust in Salesforce cloud 

industry in India. 

The issue of tenant trust has also become a decisive factor in the adoption of AI in enterprises as 

organizations are slowly gauging the quality of intelligent systems on the provisions of reliability, 

transparency, and assurance of governance in place of operational efficiency only (Gefen et al., 

2003; Vial, 2021). According to past research, trust has a positive impact on organizational 

readiness to use cloud-native, decreasing uncertainty around data protection, service continuity, 

and algorithmic decision-making (Rjoub et al., 2023; AlHogail, 2021). In Salesforce cloud 

ecosystems, the trust between tenants can boost enterprise AI adoption as organizations tend to 

engage AI systems, more when they believe the platform to be safe, responsible, and has the ability 

to secure strategic information protection. Moreover, the organizational relationships based on 

trust promotes long-term commitment and decreases the degree of opposition to AI-enabled 

innovation efforts (Dwivedi et al., 2023; Benbya et al., 2021). Nevertheless, a body of opposing 

evidence argues that trust, on its own, might be ineffective in triggering enterprise adoption since 

the cost factor, organizational culture, and technological preparedness might also influence the 

decision to adopt (Khan et al., 2022; Gupta et al., 2022). Conversely, some studies suggest that 

trust has been the leading predictor in the presence of not only the complexity of technology but 

also uncertainty of cybersecurity since organizations are not interested in short-term operational 

effectiveness but in reducing the amount of risk (Sarker et al., 2021; Taleb et al., 2021). Therefore, 

current literature is still theoretically behind in terms of pinpointing the exact effect of tenant trust 

on the uptake of enterprise AI platforms in AI-enabled multi-tenant cloud systems. The connection 

between these two is explained through the Trust Theory which suggests that the organizational 

trust minimizes the perceived uncertainty and enhances confidence in technology-based decision 

environments. Thus, it is hypothesized that: 

H3: Tenant trust has a positive impact on enterprise AI adoption in Salesforce cloud industry in 

India. 

http://www.ijesh.com/


 

International Journal of Engineering, 

Science and Humanities 
An international peer reviewed, refereed, open-access journal 

Impact Factor: 8.3     www.ijesh.com    ISSN: 2250-3552 

 

Volume 14 Issue 02 (April-June 2024)                                                                              258 

 

The mediation of the tenant trust is the key theoretical approach in the offered framework since 

the secure multi-tenant AI architecture might not directly change the uptake of enterprise AI unless 

the organizations consider the environment to be trustful and governance-is oriented. According 

to Trust Theory, technology protection has the indirect effect of determining the behavior 

outcomes through the formation of confidence, perceived less vulnerability, and institutional 

assurance (Gefen et al., 2003; McKnight et al., 2011). This suggests that trustworthy AI 

architecture develops a safe governance system, which, in turn, can contribute to the increase in 

enterprise enthusiasm on AI-filled systems. Past research efforts in the field of cloud computing 

and digital transformation show that trust is often a channel of transmission between the 

technological potential and organizational acceptance behavior (Vial, 2021; Dwivedi et al., 2021). 

Also, the enterprise-based cybersecurity studies reveal that the organizations tend to perceive 

security investments as the tokens of reliabilities and commitment to governance throughout the 

long term (Alshamrani et al., 2022; Huang and Rust, 2021). Nonetheless, the available literature 

only looks at direct correlations between cloud security and adoption performance and ignores 

more socio-technical processes of how organizational confidence fosters. The most level-headed 

explanation is that existing technology-based models fail to offer a substantial perspective in the 

psychology and governance-based nature of AI uptake in a mutual cloud ecosystem. Accordingly, 

tenant trust is capable of being a theoretically significant mediating variable in the sense that it 

elucidates the connection that will exist between secure architecture and organizational adoption 

behavior in uncertain and risky conditions. So, it is assumed that: 

H4: The mediating variable between secure multi- tenant AI architecture and enterprise AI 

adoption in the Salesforce cloud industry in India is the tenant trust. 

Despite the fact that earlier studies have already done relevant contributions to cloud computing, 

AI governance, and enterprise-level digital transformation books, there are still gaps in concepts 

and methodologies that require filling. Current research mainly focuses on technical performance, 

scalability, or infrastructural optimization with a relatively minimal distinction to trust-driven 

organizational adoption processes in AI-enabled multi-tenant ecosystems (Benbya et al., 2021; 

Khan et al., 2022). In addition to this, lots of the earlier studies are based on either conceptual 

discussions or simulation-based studies instead of empirically testing the relationships among the 

latent variables by using sophisticated methods like PLS-SEM. Contextual constraints can also be 

observed as few studies focus on trust-based enterprise AI adoption in the Salesforce cloud sector 

of India that is strategically significant in global digital transformation. Hence, this study mitigates 

these shortcomings by incorporating the Trust Theory with the safeguarding multi-tenant artificial 

intelligence architecture and enterprise adoption of AI under the mediating influence of tenant 

trust, non-randomly providing a multifaceted socio-technical facial expression of toix AI adoption 

action in cloud-native business environments. 

3. Research Methodology 

The paper used a quantitative cross-sectional research design to find out the relationship between 

secure multi-tenant AI architecture, trust between tenants and enterprise adoption of AI in the 

Salesforce cloud industry in India. Quantitative approach was deemed suitable, since the research 

was meant to empirically test theoretically derived relationships between latent constructs by the 

use of statistical modelling techniques. Also, the cross-sectional design provided an opportunity 

to collect data on a significant number of respondents at a certain time, which simplifies the 

measurement of organizational attitudes to AI-enhanced cloud security and enterprise adoption 

behavior. Past research into information systems and cloud computing has used cross-sectional 

quantitative designs to study technology adoption and outcomes of organizational trust (Hair et 

al., 2021; Benbya et al., 2021). Since the proposed framework comprises mediation and predictive 

relationships, it was deemed that Partial Least Squares Structural Equation Modeling (PLS-SEM) 

is methodologically appropriate since it is predictive in orientation, complex models can be 
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analyzed without ignoring latent variables, and the technique allows studying the influence of 

multiple independent variables on a dependent one (Hair et al., 2022; Sarstedt et al., 2020). 

The research was carried out in the Salesforce cloud sector in India. The selected audience 

comprised of IT managers, Salesforce administrators, cloud architects, cybersecurity 

professionals, AI consultants, and enterprise technology experts operating in companies that have 

Salesforce-based cloud systems. Only valid responses were collected to make final analysis based 

on 412 responses. The chosen sample size was found to be sufficient since PLS-SEM needs to 

have enough observations to guarantee statistical power and reliable estimation of the factors. The 

minimal integration of the sample size as mandated by the 10-times- regulation and recent 

methodology guidelines is generally larger than ten times the largest quantity of structural paths 

that can be directed at a construct (Hair et al., 2021). As the proposed model has moderate 

structural complexity and mediation relationships, a sample of 412 was sufficient to substantially 

address minimum methodological requirements, contributing to greater predictive precision of the 

model and robustness. 

The research used purposive sampling and convenient sampling methods since the necessary 

condition was that the respondents be practicing knowledge of Salesforce cloud mechanisms, AI-

powered enterprise software or cloud security governance. It was appropriate to use this sampling 

method since it is usual to find specialized enterprise technology professionals in cloud ecosystems 

to be limited and either context-specific. The respondents were referenced via professional 

networking sites, Sales Force community groups, enterprise technology forums, LinkedIn 

professional connections and organization contacts in Indian IT and cloud computing industry. 

Past studies of enterprise technology adoption have also been based on purposive when exploring 

more specialized technological settings (Dwivedi et al., 2021; Gupta et al., 2022). Hence, the 

chosen sampling provided the possibility to gather relevant and experience-related responses that 

are specific to the objectives of the study. 

Structured questionnaire, which is destined to be distributed by the means of online survey, was 

used to gather data. The questionnaire was originally created with the help of the already tested 

measurement scale and then adjusted to the setting of secure multi-tenant AI architecture in 

Salesforce clouds. Before the mass distribution, the instrument has been assessed by two academic 

specialists in the field of cloud computing and information systems research and three practitioners 

in the sphere of Salesforce AI governance. To ensure clarity, reliability and contextual suitability 

of the measurement items, a pilot study was done with 35 respondents. Insignificant changes in 

word usage were made with the help of expert and pilot responses. The last questionnaire link was 

shared electronically with the help of emails in form of invitations, professional communities, as 

well as organizational networks. Four hundred and eighty-seven responses were received in total 

and seventy-five incomplete or inconsistent responses were then eliminated in data screening 

leaving 412 usable responses and an effective response rate of 84.6 percent. Before final analysis 

was conducted, missing values, outliers and inconsistency of responses were analyzed to test the 

quality and accuracy of the data. 

The ratings were conducted on all constructs basing on pre-established scales that were based on 

prior literature. A six-item measuring scale based on studies of cloud security and enterprise AI 

governance created by Khan et al. (2022) and AlHogail (2021) were used to measure secure multi-

tenant AI architecture. Tenant trust took the form of five items borrowed items based on the 

organizational trust scales created by Gefen et al. (2003) and McKnight et al. (2011). The six items 

to gauge adoption of enterprise AI were founded on technology adoption and enterprise AI 

integration literature created by Vial (2021) and Dwivedi et al. (2021). Each of the items was 

scaled with the seven-point Likert scale (1 = strongly disagree, 7 = strongly agree) due to the 

greater response sensitivity and better variance capture of behavioral studies with seven-point 

scales (Hair et al., 2021). The questions in the questionnaires were slightly modified to fit the 
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Salesforce cloud environment with conceptual similarity to the original scales. The entire 

questionnaire is presented in the Appendix section. 

To determine the reliability and the consistency of the measure, reliability and validity tests were 

carried out. The Alpha of Cronbach was between 0.812 and 0.901 which is higher than the 

recommended value of 0.70 and indicates a high degree of internal consistency reliability 

(Nunnally and Bernstein, 1994). The Composite Reliability (CR) values were found to be between 

0.861 and 0.924 thus affirming construct reliability. Convergent validity was confirmed since the 

Average Variance Extracted (AVE) values were 0.602-0.748 range, which is higher than the 

standard range of 0.50 suggested by Fornell and Larcker (1981). Besides, the validity of 

discriminants was tested either with the FornellLarcker criterion or the HeterotraitMonotrait Ratio 

(HTMT). The square roots of the AVE values were higher than the inter-construct correlations, 

and all the HTMT values were below the acceptable level of 0.85, which established good 

discriminant validity (Henseler et al., 2015). 

The data obtained at the stage of the collection were analyzed by SmartPLS 4 and SPSS 27 

applications. Descriptive statistics, preliminary screening and exploratory analysis were initially 

performed using SPSS whereas structural equation modeling and testing of hypotheses were 

performed using SmartPLS 4. The choice of PLS-SEM was due to the fact that the purpose of the 

study was to predict the adoption of AI in an enterprise and at the same time, investigate mediation 

relationships between the latent constructs. Besides, PLS-SEM is especially appropriate when 

dealing with non-normal data distribution and intricate structural models and exploratory and 

prediction flows of research (Hair et al., 2022; Sarstedt et al., 2020). Path coefficients, coefficient 

of determination (R 2 ), predictive relevance (Q 2 ), effect sizes (f 2 ) and bootstrapping procedures 

were used to evaluate the structural model. To evaluate the relationship of path and mediation 

effects, a bootstrapping process, composed of 5,000 resolves, was undertaken. To provide strong 

statistical inference, confidence intervals were also checked as well as t-values. 

The entire research process was done with a lot of consideration of ethics. The survey was 

voluntary and the respondents were aware of the academic intent of the study and upon filling out 

the questionnaire. All participants gave an informed consent electronically and responses were 

kept confidential. They did not collect any personally identifiable data and all the data were utilized 

solely in academic research. It was also explained to the respondents that their decision to leave 

during the process would not negatively affect them. 

Common Method Bias (CMB) was estimated by multitude of procedural and statistical means 

since the data on all variables were taken on the same respondents. To begin with, the Single Factor 

Test provided by Harman was done using exploratory analysis of factors but the outcomes showed 

that a single factor only captured 34.7 percent of the total variance, which was less than the 

suggested standard of 50 percent (Podsakoff et al., 2003). Second, full collinearity checking was 

conducted through an analysis of the all latent constructs variance inflation factor (VIF). The 

values of VIF were also in 1.42 to 2.68, which is significantly lower than the 3.3 value defined as 

a proper value by Kock (2015). The results show that the Common Method Bias was not a 

significant issue in the given research. 

4. Data Analysis and Results 

SPSS 27 and SmartPLS 4 were used to analyze the gathered data of 412 respondents. The initial 

pre-descriptive statistics and correlation analysis were prepared with the help of SPSS, whereas 

the measurement model evaluation, structural model testing, mediation analysis, and predictive 

relevance assessment were done with the use of SmartPLS 4. An analysis was performed using the 

two-step PLS-SEM approach proposed by Hair et al. (2022), which requires measuring models 

evaluation and structural models evaluation. 

The demographical information showed that 34.2% of those that answered were IT managers, 

26.5% Salesforce administrators, 18.7% cybersecurity professionals, and 20.6% cloud architects 

and AI consultants. Concerning experience in the organization, 41.5% had over five years of 
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experience in working with Salesforce cloud ecosystems. Moreover, 63.1% of participants were 

the medium and large enterprise organizations that are actively using the AI-powered Salesforce 

applications. 

Table 1: Respondent Profile 

Demographic Variable Category Frequency Percentage 

Position IT Managers 141 34.2% 

 Salesforce Administrators 109 26.5% 

 Cybersecurity Professionals 77 18.7% 

 Cloud Architects / AI Consultants 85 20.6% 

Experience 1–3 Years 98 23.8% 

 3–5 Years 143 34.7% 

 More than 5 Years 171 41.5% 

Organization Type SMEs 152 36.9% 

 Large Enterprises 260 63.1% 

Descriptive statistics and correlation analysis are presented in Table 2. The findings indicated 

positive correlations among secure multi-tenant AI architecture, tenant trust, and enterprise AI 

adoption. Correlation coefficients remained below 0.90, indicating the absence of multicollinearity 

concerns. 

Table 2: Descriptive Statistics and Correlation Matrix 

Constructs Mean SD SMAIA TT EAIA 

Secure Multi-Tenant AI Architecture (SMAIA) 5.81 0.87 1.000   

Tenant Trust (TT) 5.63 0.91 0.684 1.000  

Enterprise AI Adoption (EAIA) 5.74 0.84 0.652 0.719 1.000 

The measurement model was evaluated using indicator reliability, internal consistency reliability, 

convergent validity, and discriminant validity. Factor loadings for all measurement items exceeded 

the recommended threshold of 0.70. Cronbach’s Alpha values ranged from 0.812 to 0.901, while 

Composite Reliability values ranged between 0.861 and 0.924. Furthermore, Average Variance 

Extracted (AVE) values exceeded the threshold value of 0.50, confirming convergent validity. 

Table 3: Reliability and Convergent Validity Results 

Constructs Items Cronbach’s Alpha Composite Reliability AVE 

Secure Multi-Tenant AI Architecture 6 0.901 0.924 0.748 

Tenant Trust 5 0.854 0.892 0.623 

Enterprise AI Adoption 6 0.812 0.861 0.602 

Discriminant validity was assessed using the Fornell–Larcker criterion and HTMT ratio. The 

square root of AVE values exceeded inter-construct correlations, confirming satisfactory 

discriminant validity. Similarly, HTMT values remained below the recommended threshold of 

0.85. 

Table 4: Fornell–Larcker Criterion 

Constructs SMAIA TT EAIA 

SMAIA 0.865   

TT 0.684 0.789  

EAIA 0.652 0.719 0.776 
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Table 5: HTMT Ratio Results 

Constructs HTMT Value 

SMAIA → TT 0.742 

SMAIA → EAIA 0.718 

TT → EAIA 0.801 

The results confirmed that the measurement model demonstrated satisfactory reliability and 

validity. After establishing measurement adequacy, the structural model was evaluated using 

bootstrapping procedures with 5,000 resamples. Path coefficients, t-values, and p-values were 

examined to test the proposed hypotheses. 

The findings revealed that secure multi-tenant AI architecture positively influenced enterprise AI 

adoption (β = 0.318, p < 0.001), supporting H1. Similarly, secure multi-tenant AI architecture 

significantly influenced tenant trust (β = 0.684, p < 0.001), thereby supporting H2. Tenant trust 

also demonstrated a significant positive effect on enterprise AI adoption (β = 0.497, p < 0.001), 

confirming H3. 

Table 6: Structural Model Results 

Hypotheses Relationship Beta (β) t-value p-value Decision 

H1 SMAIA → EAIA 0.318 5.972 <0.001 Supported 

H2 SMAIA → TT 0.684 14.863 <0.001 Supported 

H3 TT → EAIA 0.497 9.144 <0.001 Supported 

The coefficient of determination (R²) values indicated moderate explanatory power. Secure multi-

tenant AI architecture explained 46.8% of the variance in tenant trust, while the combined effects 

of secure multi-tenant AI architecture and tenant trust explained 58.2% of the variance in enterprise 

AI adoption. Predictive relevance (Q²) values exceeded zero, confirming acceptable predictive 

capability. 

Table 7: Coefficient of Determination and Predictive Relevance 

Endogenous Constructs R² Interpretation Q² Predictive Relevance 

Tenant Trust 0.468 Moderate 0.311 Strong 

Enterprise AI Adoption 0.582 Moderate to Strong 0.387 Strong 

Effect size analysis showed that secure multi-tenant AI architecture exerted a substantial effect on 

tenant trust and a moderate effect on enterprise AI adoption. Tenant trust also demonstrated a 

moderate effect on enterprise AI adoption. 

Table 8: Effect Size (f²) Results 

Relationship f² Interpretation 

SMAIA → TT 0.621 Large 

SMAIA → EAIA 0.214 Moderate 

TT → EAIA 0.337 Moderate to Large 

The mediation effect of tenant trust was examined using bootstrapping procedures. The indirect 

effect between secure multi-tenant AI architecture and enterprise AI adoption through tenant trust 

was statistically significant (β = 0.340, p < 0.001). Since both the direct and indirect effects 

remained significant, the findings confirmed partial mediation. 

Table 9: Mediation Analysis Results 

Mediation Path Indirect Effect (β) t-value p-value Mediation Type 

SMAIA → TT → EAIA 0.340 7.826 <0.001 Partial Mediation 
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Model fit indices were also examined to assess overall model adequacy. The Standardized Root 

Mean Square Residual (SRMR) value was 0.052, remaining below the recommended threshold of 

0.08. Similarly, the Normed Fit Index (NFI) value was 0.917, indicating satisfactory model fit. 

Table 10: Model Fit Indices 

Fit Index Obtained Value Recommended Threshold Result 

SRMR 0.052 < 0.08 Acceptable 

NFI 0.917 > 0.90 Acceptable 

A robustness check was additionally conducted through alternative model testing by removing the 

mediating construct from the structural framework. The explanatory power of enterprise AI 

adoption declined substantially from R² = 0.582 to R² = 0.394, confirming the importance and 

stability of tenant trust within the proposed model. Sensitivity analysis further indicated that all 

path relationships remained significant across subsamples, thereby demonstrating the robustness 

and reliability of the findings. 

5. Discussion 

This work supports the conclusion that secure multi-tenant AI architecture is relevant to enhancing 

the adoption of AI in the enterprise scale in the Salesforce cloud industry in India both directly and 

indirectly according to tenant trust. The findings indicate that organizations are not only assessing 

the utility of the AI-enabled cloud systems based on their efficiency in operation or technological 

advancement, but also prioritizing governance assurance, transparency, and trustworthiness as key 

measures. This means that socio-technical factors dramatically influence the process of the 

adoption of enterprise AI in the multi-tenant ecosystems, and not just infrastructural competencies. 

In addition, the paper shows the strategic role of the establishment of trust in AI-driven cloud 

computing, especially in emerging digital economies where the questions of cybersecurity and 

regulatory issues still factor in the choice of technology used by organizations. On the whole, the 

results contribute to the rising party that AI governance and security architecture are now become 

the most critical factors in sustainable enterprise digital transformation. 

The initial key observation was secure multi-tenant AI architecture positively impacted the 

adoption of AI in the enterprise. The results are in line with the previous research that highlights 

the relevance of cloud security and governance tools in fostering the acceptance of technology in 

the organization (Dwivedi et al., 2021; Vial, 2021). On the same note, Benbya et al. (2021) opined 

that the more technological infrastructures are reliable, scalable, and ensure system operations, the 

ready enterprises adopt AI-enabled system. Nevertheless, the current investigation builds on prior 

studies by narrowing on multi-tenant AI ecosystems in Salesforce cloud platforms as opposed to 

investigating cloud adoption in larger or more general settings. This is explicable by the Trust 

Theory, which advocates the more the organization is prone to deal with technologically complex 

systems in reduction of uncertainty and perceived vulnerability by means of credible institutional 

protective measures (Gefen et al., 2003). Such a relationship seems to be especially significant in 

the Salesforce cloud market in India where businesses are already in an environment that is quickly 

becoming digitized with growing cybersecurity threats, changing compliance needs, and highly 

reliant on outsourced cloud infrastructures. It is a probable theory that organizations perceive 

secure AI architecture as not only a technical potential but also to demonstrate institutional 

trustworthiness and stability governing in the long term. This offers a new line of evidence that 

the adoption of enterprise AI in transformative economies is becoming more predetermined by 

trust-based security demands and not just by a perceived utility or cost-effectiveness. 

The second result showed that secure multi-tenant AI architecture goes a long way to promote 

tenant trust. This finding is consistent with the previous study that indicates that organizational 

trust in the online setting depends on the presence of security assurance, encryption, and 

transparency of governance in a positive manner (McKnight et al., 2011; AlHogail, 2021). Recent 

cybersecurity research also highlighted that the attitudes of responsibility, accessibility, and 

http://www.ijesh.com/


 

International Journal of Engineering, 

Science and Humanities 
An international peer reviewed, refereed, open-access journal 

Impact Factor: 8.3     www.ijesh.com    ISSN: 2250-3552 

 

Volume 14 Issue 02 (April-June 2024)                                                                              264 

 

reliability in the protection of data are key conditions in the formation of trust with AI-promised 

ecosystems (Sarker et al., 2021; Tawalbeh et al., 2020). Nevertheless, other previous researchers 

convinced that the skepticism of the AI systems by the organizations could not be entirely affected 

by the high level of technical protection since the uncertainty can be introduced due to the lack of 

algorithms transparency and the autonomy of decisions of the system (Kshetri, 2021). The current 

results, to some extent, refute this issue by indicating that secure architectural systems in 

Salesforce cloud settings can significantly decrease this level of uncertainty and enhance the 

organizational trustworthiness. This once again can be explained based on Trust Theory in the 

sense that institutional confidence is gained when organizations feel that technological systems are 

doing a good job potentially reducing risk and safeguarding strategic assets. Contextually, this 

observation echoes the growing sensibility of Indian businesses on data management and network 

resilience especially following the proliferation of cloud-native models of business and AI-driven 

automation of key economic domains including banking, health, and IT delivery. Thus, the results 

indicate that trust in AI-based multi-tenant systems is not just automatically established, but it will 

develop through obvious and credible security structures, which will be integrated into the 

platform architecture. 

The third observation validated that the trust of tenants has a positive impact on the adoption of 

enterprise AI. This has been supported by research indicating trust as a salient indicator of 

technology acceptance and firm commitment in digital ecosystem (Gefen et al., 2003; Vial, 2021). 

Also, Dwivedi et al. (2023) highlighted that organizational confidence has become a crucial factor 

that predetermines the readiness of an enterprise to implement AI-based technology in strategic 

operations. However, there had been a few previous studies, which assumed that the primary 

determinant of the enterprise adoption decision is more about economic or technological 

preparedness than about trust-related ones (Khan et al., 2022). Contrary, the current study proves 

that trust has been extremely dominating in AI-enabled cloud settings, which are marked by 

complexity and uncertainty regarding the governance. It builds upon Trust Theory by offering 

empirical data that organizational trust can be more than an emotion or relationship but a strategic 

process that influences enterprise-level behavior related to the adoption of AI. In the Salesforce 

cloud sector of India subsector, the relationship seems to be particularly applicable as companies 

are increasingly using third-party cloud platforms to conduct business-critical processes, yet, at 

the same time, there is an upsurge in worries about the issues of data sovereignty, cybercrime, and 

the responsibility to govern AI. This implies that enterprises embrace AI technology with less fear 

in a scenario where cloud platform is institutionally trusted and governance-driven. As a result, 

trust will strategically enable digital transformation through AI instead of merely being a 

background organizational culture. 

The mediation results also indicated that the trust of tenants partly mediates the correlation 

between the secure multi-tenant AI architecture and the enterprise AI adoption. This observation 

is one of the most significant contributions of the research as it offers the description of the 

underlying mechanism of how secure AI architecture is transformed into the behavior of 

organizational adoption. However, past literature tended to investigate direct correlations between 

cloud security and the consequences of technology adoption (Benbya et al., 2021; Gupta et al., 

2022), with a relatively small emphasis placed on exploring how trust may be the transmission 

mechanism that operates in AI-enabled multi-tenant ecosystems. This paper thus builds on the 

Trust Theory by proving that security architecture not only affects the adoption of AI at the 

enterprise level, but also the creation of organizational faith and organizational perceived 

assurance. One more likely reason is that it is not necessarily the case that enterprises solely react 

to technical sophistication as such; it is a matter of trust, reliable, and credibility to governance. 

This mediation effect is contextually significant in the enterprise cloud setting in India due to the 

existence of several conditions where organizations tend to operate in a space of regulatory flux, 

system vulnerability to cyber threats and a fast-paced technological change. In this situation, trust 
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will be a stabilizing factor that will decrease uncertainty and enhance organizational readiness to 

implement AI-enabled cloud solutions. This observation thus offers fresh indications that trust is 

the leading socio-technical mediator between safe architecture and business attitude towards 

adopting AI. 

The results are all cumulative to some of the existing theoretical discussions about the association 

between technological capability and organizational adoption in AI-based cloud-ecosystems. 

Although the past technology acceptance models, including TAM, focus more on explaining 

adoption in terms of perceived usefulness and ease of use (Davis, 1989), the current research 

proposes that the models might be flawed in reflecting governance-related issues related to AI-

enabled multi-tenant space. Trust Theory is a much more detailed explanation as it specifically 

deals with uncertainty reduction, institutional reliability and perception of vulnerability in 

technologically complex eco systems. Nonetheless, the results also provide some boundary 

conditions of Trust Theory since organizational trust can be interacted with regulatory structures, 

industry sensitivity, or national policies on cybersecurity, which can be different situation-to-

situation. This implies that future researchers should extend the investigation of how institutional 

environment and maturity of governance impacts the development of trust-based AI adoption 

processes in various countries and cloud markets. 

6. Theoretical and Practical Implications 

The results of this research lead to a number of significant effective implications to include in the 

work of enterprise administrators, cloud designers, cybersecurity experts, artificial intelligence 

governance experts, and policymakers working in the Salesforce cloud environment of India. First, 

the findings show that secure multi-tenant AI architecture plays a crucial role in enhancing AI 

adoption in the enterprise and businesses ought to consider security-focused infrastructure 

solutions when deploying AI-enabled cloud infrastructures. Secure architectural tools, which may 

include tenant isolation protocols, zero-trust access control, encryption tools, and AI-driven threat 

detection can help managers instill greater confidence in the organization and fast-track enterprise 

AI adoption. It especially applies to Indian companies that work in highly competitive and digit-

heavy industries where an uncertainity around cybersecurity can deter the use of AI on a mass-

scale basis. Thus, organizations should consider security architecture as a compliance desire but 

an element of sustainable digital transformation as well as enterprise innovation. 

The results also indicate that the role of a tenant trust is instrumental to enhance the enterprise AI 

adoption. It implies that organizations must be keen on investing in trust-building processes as 

well as the development of technological infrastructure. To boost the trust of the tenants, enterprise 

decision-makers may create more transparency in AI governance, reinforce communication on the 

topic of data protection policy, and introduce explainable AI practices, which lessen uncertainties 

about using automated decision-making. Moreover, the cloud service provider and Salesforce 

implementation partners may come up with governance-owning AI frameworks that expressively 

illustrate accountability, reliability, and compliance preparedness. One possible reason is that 

businesses are becoming more receptive to using AI-enabled systems when the security systems 

are perceived as familiar, open, and institutionally trustworthy instead of technical systems. Trust 

management in organizations, therefore, needs to be incorporated in larger cloud governance 

measures to enhance the long-term enterprise AI acceptance. 

The practical implications are also of great importance to policy makers and other regulatory 

organizations in charge of cloud governance in the growing cloud computing sector in India. The 

results suggest that secure AI ecosystems and organizational trust are tightly related to each other, 

which means that the regulation frameworks must go beyond the technical compliance criteria and 

fill them with governance transparency, cybersecurity assurance, and responsible AI practices. 

These results can inform policymakers to devise institutional regulations that can enhance safe 

deployment of AI in multi-tenant enterprise ecosystems, as well as bolster organizational trust in 

cloud-native technologies. In addition, regulators in the industry can assist in standardizing AI 
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governance certification and security auditing controls to lessen the doubt among firm consumers. 

Especially in the case of emerging economies such as India where the digital transformation often 

leaves the governance adaptation process and development of institutional trust far behind, such 

initiatives can become highly significant. 

Regarding the industry, the study offers practical advice to Salesforce consultants, cloud service 

providers, and enterprise technology vendors that aim at enhancing the adoption of AI-enabled 

services within organizations. The study indicates that enterprises consider AI-based cloud 

platforms based on not only operations but also on liberated governance reputation and safety 

guarantee. Thus, cloud providers have a chance to enhance the competition in the market by 

incorporating trust-based design to AI-driven Salesforce solutions. This involves enhancing 

visibility at the tenant level, enhancing governance reporting, and adaptive cybersecurity structures 

that could help resolve emerging AI-related vulnerabilities. Moreover, the introduction of training 

programs on AI governance literacy and cybersecurity awareness can contribute to keeping 

organizations less doubtful about the need to adopt AI and become well-prepared to adopt it in the 

enterprise setting. 

The research also has significant theoretical implications as it makes the extension of Trust Theory 

to the context of AI-enabled multi-tenant cloud systems. Established trust research has mostly 

concentrated on e-commerce or transactional online, or an overall technology adoption setting 

(Gefen et al., 2003; McKnight et al., 2011). By contrast, this paper uses Trust Theory in enterprise 

AI governance and secure cloud architecture of Salesforce cloud business in India. This puts the 

theory further by showing that organizational trust is not restricted to either interpersonal or 

transactional conditions but also plays the role of a strategic force in the process of entering an 

enterprise by a complex and security sensitive technology environment. The results thus give fresh 

pieces of evidence that trust is at centre of even the most sophisticated AI based ecosystem where 

even organizational decisions incorporate institutional reliability, governance assurance, and cyber 

risk testing. 

The study also has a theoretical contribution in that the concept of tenant trust mediates the 

variables between secure multi-tenant AI architecture and enterprise AI adoption. Previous 

research tended to respond to the questions of direct associations between technological 

infrastructure and organizational performance with a relatively little focus on the socio-technical 

processes involved in adoption behavior formation (Benbya et al., 2021; Vial, 2021). The current 

results counter this weakness by showing that secure AI architecture impacts the enterprise 

adoption behaviors to some extent, because they involve the mechanisms of trust. It implies that 

the reaction of organizations to AI-supported cloud systems depends not only on its technological 

capacity but also on the ability to feel that there is regulated security and institutional guarantees. 

Thus, tenant trust inclusion offers a more detailed explanatory factor that reinforces the theoretical 

insight into the application of enterprise AI in the context of cloud-native. 

The work also adds to the AI governance and cloud computing literature by uniting both 

infrastructural security outlooks and behavioral and organizational trust facets. Past studies tended 

to accept cloud security as a technical structure related either with an encryption mechanism, 

scalability, or an access privilege (Khan et al., 2022; Tawalbeh et al., 2020). Nonetheless, the 

current results indicate that safe AI architecture is also a symbolic indicator of governance that has 

an impact on the organizational views and strategic choices of technology. This brings in a more 

bold socio-technical eye that relates the capability of cybersecurity to organizational formation of 

trust and enterprise innovation. This strategy can help to fill the conceptual gap between the 

technology-focused and behavior-based research streams of literature on enterprise AI adoption. 

One of the other valuable theoretical implications is connected to the contextual progress. The 

current literature on AI governance and cloud adoption has been mainly created in a Western or 

highly developed digital economy. This research is valuable as it offers empirical data of 

Salesforce cloud industry in India, thus increasing the geographical and institutional scope of the 
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Trust Theory. The current results demonstrate that the trust-based adoption mechanisms can still 

be greatly applicable in emerging digital economies, which are marked by the active technological 

growth, new cybersecurity policies, and institutional change. Such a contextual input is especially 

significant as the interaction of organizations with AI governance and cloud security can be highly 

different across countries and industries. Thus, the research makes a theoretical generalizability 

more robust and at the same time points to the significance of the context sensitivity in enterprise 

AI adoption research. 

7. Conclusion 

This paper has analyzed the linkage between secure multi-tenant AI architecture and enterprise AI 

adoption in light of Indian Salesforce cloud industry mediated by the elements of tenant trust. The 

study is based on the Theory of Trust seeking to elucidate the effects of organizational trust 

processes on the enterprise adoption decision-making in AI-enabled multi-tenant cloud solutions 

with complicated technology and unpredictable cybersecurity. These results indicated that secure 

multi-tenant AI architecture outperforms highly in enhancing the probability of enterprise AI 

adoption besides adding to the trust that tenants have in the AI architecture which in turn promotes 

the willingness of an organization to adopt AI-managed cloud architecture. More to the point, the 

research affirmed that tenant trust is a key socio-technical tool that connects safe AI architecture 

to behaviors in enterprise adoption. 

The paper is an addition to the expanding body of research on AI governance as well as cloud 

computing and enterprise digital transformation by applying the Theory of Trust to AI-facilitated 

multi-tenant cloud environments. Contrary to other technology-oriented researches that have 

mostly concentrated on the infrastructural performance or operational efficiency of the technology, 

the current study has concentrated on the strategic nature of trust development in influencing the 

decision to adopt AI within companies. This is an important contribution in that it shows that 

technical capability is not the only factor that makes organizational responses to AI-enabled 

systems work out, with the assurance of governance, security credibility, and institutional 

reliability playing significant roles, as well. 

In practice, the results can offer beneficial insights to managers and cloud service providers of 

enterprises, AI governance experts, and policymakers aiming to build organizational trust in AI-

enhanced cloud ecosystems. The research proposes that the enterprises could enhance the results 

of AI adoption by implementing trust-related governance frameworks and security-focused 

architectural designs to their cloud systems. In the fast-growing digital economy of India, the 

findings can provide organizations with insights in a timely manner when they are trying to find a 

balance between technological innovation and cybersecurity reassurance and building trust in the 

institution. 

8. Limitations and Future Research 

Although the present research has its theoretical and practical input, some limitations to it can be 

identified. To begin with, the study was examined solely in the Salesforce cloud industry of India 

which could restrict the generalization of the study to various national, institutional and industrial 

settings. The responses of organizations to ensure the security of AI architecture and to gain trust 

of tenants might differ significantly among countries with varying regulatory environments, digital 

maturity, and cybersecurity regulatory frameworks. Thus, despite the fact that the findings are 

giving significant insights into the emerging digital economies, there should be caution when 

generalizing the findings to highly developed or institutionally distinct cloud ecosystems. 

Secondly, the research used cross-sectional survey data obtained at a single time of professionals 

working in enterprises. Although this was suitable in testing the relationships among the latent 

constructs utilizing PLS-SEM, this method also limits the capability to derive relationships among 

secure multi-tenant AI architecture, tenant trust and enterprise AI adoption on a long-term basis. 

Trust in organizations and the uptake behavior of AI could change over time as business 

organizations have more experience with AI-enabled cloud computing or could face different 
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cybersecurity issues. In turn, temporal stability of the relationships observed still presents a 

significant limitation. 

Third, the study employed self-reported data in questionnaires and this could create a side effect 

of biasing response or have a perceptual subjectivity in respondent despite the procedures remedies 

and Common Method Bias tests. Even though the scales used to measure the different variables 

had been modeled on the existing literature, and had proved acceptable reliability and validity, 

there is a possibility that the opinions of the respondents are not the best measure to get a real 

picture of the organizational security practices/technologies. The most likely rationale is that the 

expectations of enterprise professionals regarding AI governance and their trust might vary based 

on their role in an organization, their technological background or their cybersecurity history. 

The second limitation speaks of a conceptual focus of the work. In its particular study on secure 

multi-tenant AI architecture and enterprise AI adoption, the research investigated the ability of the 

tenant trust as a mediating variable. Although this offered a theoretically grounded explanation 

that is in line with the Trust Theory, other factors that could have been of relevance within the 

organization or institution were not included in the framework. Thus, the framework is to be 

understood as a specialized socio-technological account as opposed to a completely exhaustive 

portrayal of enterprise AI adoption behaviour in cloud environments. 

The restrictions provide a number of valuable future research directions. To start with, the 

proposed framework should be tested in various countries and industries in the future to assess the 

universality of the results. Comparative research on advanced and new digital economies can be 

used to gain more insight into how institutional maturity, cybersecurity laws, and cultural 

variations can affect mechanisms of trust in AI adoption. Further research can also expand the 

model to other sectors of cloud computing besides Salesforce ecosystems, such as cloud computing 

used in health care, financial technology systems or infrastructure, or AI systems in the public 

sector. 

Second, longitudinal research designs need to be considered in future studies aimed at studying 

the dynamics of organizational trust and enterprise AI adoption with time. Longitudinal designs 

could also be more causal in the sense that they can offer the chance of the relationship between 

secure AI architecture and enterprise adoption behavior as well as record changes, which may be 

linked to technological adaptation, governance evolution, or cybersecurity incidents. These 

designs can also reinforce the theoretical knowledge on the creation of trust in evolving AI-

supported cloud systems. 

Third, one can take into account other theoretically justified constructs in the future to increase the 

explanatory ability of the model. The AI governing transparency, cybersecurity preparedness, 

pressure exerted on regulatory compliance, organizational resilience, or the explainable AI 

capability may be better-explaining variables on the process of adopting AI in an enterprise. But 

these extensions must be kept to a theoretical level, to prevent fragmentation of concepts, and to 

maintain coherence in analysis. 

Lastly, subsequent research techniques can be improved with the use of mixed-method research or 

multi-source techniques. Open-ended interviews with enterprise decision-makers, cyber experts 

and cloud architectures might yield more contextual information as to how organizations see trust, 

governance assurance and AI security in multi-tenant ecosystems. Improving contextual 

interpretation and enhancing the theoretical refinement of AI-assisted cloud governance studies 

which involve the integration of both quantitative and qualitative evidence could thus enhance the 

studies. 
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