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ABSTRACT:

Cloud computing has revolutionized IT infrastructure by offering scalable, on-demand and cost-
effective resources, but it also introduces significant security and privacy challenges. The open
and shared nature of cloud platforms makes them vulnerable to threats such as data leakage,
unauthorized access, cloning and service disruption. These issues become even more complex in
multi-cloud environments, where data and workflows span across multiple service providers. This
study investigates the main security challenges in multi-cloud computing, evaluates current
workflow security solutions and identifies research gaps in monitoring, analysis and adaptation
phases of Workflow Management Systems (WfMSs). A hybrid methodology combining
Systematic Literature Review (SLR) and Systematic Mapping Review (SMR) is employed to
assess the state of research between 2010 and 2021. Findings reveal that while approaches such as
data obfuscation, multi-level encryption, diversification and workflow logic obfuscation provide
partial protection, gaps remain in ensuring holistic workflow security, especially in adaptation and
predictive monitoring. The paper proposes recommendations for developing security-aware
workflow models, adaptive monitoring frameworks and improved service selection mechanisms
that balance confidentiality, integrity, availability, cost and performance.
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1. INTRODUCTION

Numerous sectors paid attention to emerging technologies like cloud computing as the Internet's
popularity skyrocketed. The distinctive characteristics of cloud computing (CC) led to its meteoric
rise in popularity. These characteristics include a shared pool of resources, measurable service and
self-provisioning of resources, elasticity and dynamic huge scalability. Users also appreciate the
convenience and on-demand nature of the network connection. The security and privacy of user
data becomes more complicated in the cloud because it is an open and shared environment. Data
leakage, cloning and sensitive data loss are just a few of the security threats that CC displays.
Cloud security and privacy concerns are being addressed by the cloud providers.

There are still numerous unanswered questions, but only a small number of those dangers have
been resolved. The cloud has many problems, but security and privacy are two of the biggest.
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Privacy issues also make cloud maintenance more difficult. When we consider the advantages of
cloud computing, which is based on the sharing of resources, data and apps across computers that
are linked to the internet. CC's ultimate goal is to build a supercomputer out of numerous regular
computers.

There are three main service models in cloud computing that have been proposed by others:
infrastructure as a service, platform as a service and software as a service. Amazon Elastic
Compute Cloud (EC2) is the most well-known example of the infrastructure as a service (laaS)
paradigm, which allows users to access whole computer infrastructure through the Internet. It
stated that the primary goal of infrastructure as a service is to construct the cloud with a reliable
environment and protected data.

1.1. Cloud Security Challenges

As a general rule, in order to prevent unauthorised access to user data, the CC provider is required
to provide a highly secure infrastructure and apps. Following is a brief overview of some of the
literature-based cloud computing difficulties:

a) Security: Users are understandably wary of entrusting their data and programmes to an
external hard drive and another person's central processing unit (CPU), making this a
crucial factor in the acceptance prevention of cloud computing. The organization's data and
software are at risk from a number of security risks, including phishing and data loss.

b) Costing model: There are integration and communication cost tradeoffs that arise as a
result of migrating to a cloud computing environment. While CC has the potential to lower
infrastructure costs, it also has the potential to raise data communication costs. This
problem may become more apparent if the user deploys their resources across many public
and private clouds in a hybrid configuration, which combines the best of both worlds.

c) Charging model: In a conventional data centre, the cost is calculated based on static
computer demand; however, in an elastic resource collecting scenario, the math gets
trickier. Another change is that the virtual machine will no longer be considered a physical
server analysis item, but rather a unit cost. For SaaS companies to be profitable and stay in
business, strategic billing is essential.

d) SLA (Service Level Agreement): Users should verify the dependability, even if CC
service providers may not have full control over their resources in the cloud, they still need
to ensure the performance, availability and quality of their resources before moving to the
cloud. We will use SLA to accomplish this. There are tradeoffs for meeting user needs and
expectations, granularity levels and expressiveness vs. complexity in SLA.

Cloud computing has many advantages, but it also has many problems and dangers. This article
will take a look at cloud computing (CC), try to grasp its concept and then investigate and address
privacy and security concerns.
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The convenience of connecting via online services or browsers has contributed to cloud
computing's meteoric rise in popularity over the last several years. The features that set CC apart
from its competitors include its scalable infrastructures, worldwide accessibility, standard
platforms, management services, pricing for fine grains and dynamic infrastructures. It not only
offers low-cost, simple IT resource solutions, but it also generates new IT trends and directions at
a high level. Service delivery to consumers and infrastructure upkeep are responsibilities of the
infrastructure owner, who is often a third party. In addition, it enables the provision of advanced
services, the acquisition of flexibility and the avoidance of upfront software/hardware investments.
The key characteristics of cloud computing are the maintenance of data, programmes and remote
servers over the Internet.
The personal cloud may encounter a variety of security problems because it was designed to
increase the efficiency of the architecture by offering online collaboration, email and calendaring
apps like ERP software.
2. RESEARCH OBJECTIVES

1. To determine the Main Security Difficulties in Multi-Cloud Settings.

2. To assess current cloud-based workflow security solutions.

3. To look at any gaps in the phases of cloud workflow monitoring, analysis and adaptation.

4. To make suggestions for improving the security of workflow management systems

(WFMSs).

3. LITERATURE REVIEW
Pachala, S., Rupa, C., & Sumalatha, L. (2021) these days, it's common to store and retrieve data
in a multi-cloud hosting environment. Benefits include the guarantee of data safety, the avoidance
of information corruption and the avoidance of unethical vendor practices. For better security and
privacy of cloud data, a hybrid solution with a multi-cloud hosting environment is devised and
implemented in this study. There are three modules in the hybrid technique. (a) An autonomous
cloud with a byzantine protocol to tolerate security breaches and server outages. (b) The DepSky
architecture uses encoding. (c) Shamir's secret sharing process to enhance data storage privacy and
trustworthiness without compromising performance. The hybrid approach's privacy and security
concerns are put into practice and contrasted with protocols such as Kerberos and SAML with
proxy re-encryption for various user service requests.
Thillaiarasu, et. al. (2022) The primary issue is safety, which also presents a significant challenge
to the upkeep of cloud-based systems. There are many different tasks that need to be completed as
well as a number of methods that use cloud-based services to get beyond the challenges. Aside
from these security concerns, the cloud offers a variety of functions and structures. The cloud
regularly develops a variety of cloud services while analysing the security precautions that must
be taken to guarantee its safety while offering services. This chapter discusses the safety, secrecy
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and probability of these kinds of cloud frameworks and how they are set off. The multi-cloud
architecture was constructed with two-stage encryption and decryption in order to provide
customers with twofold encryption and decryption. Through feature-based encryption standards,
cloud service users should be able to take advantage of the cloud's most notable capabilities. When
ensuring security on servers, the primary focus on cloud errors—which ultimately result in the loss
of data from the cloud—is taken into account.

Patharia, R., & Bhadoriya, D. S. S. (2020) Delivering IT resources as a service via the Internet
is known as cloud computing. When it comes to data storage and reducing overall expenses for
organisers, cloud computing has grown in importance. One essential component of the cloud
computing ecosystem is cloud computing security. Cloud storage services are often used by users
to store sensitive data, yet these businesses could not be reliable. "Multi-clouds,” commonly
referred to as "cloud-of-clouds," have been popular recently. The cloud model, services, security
constraints of a single cloud and the advantages of deploying a multi-cloud strategy will all be
covered in this paper.

Megouache, L., Zitouni, A., & Djoudi, M. (2020) In a multi-cloud context, the need to strengthen
security has grown increasingly critical in recent years. The security issue in this environment has
not been fixed even though numerous techniques utilising the message authentication code have
been developed. These methods' results are heavy on the application and unsatisfactory. A novel
approach that offers data integrity and authentication in a dispersed and compatible setting is put
forth in this paper. In order to address security concerns in this setting, the authors of this study
first examine a few security models that are applied in a large-scale, distributed setting before
introducing a novel model.

Al-Muhtadi, et. al. (2019) Information may now be shared among incredibly wide networks of
people through social media, saving time and money that would normally be needed for print and
electronic media. The way that people share information has significantly changed due to mobile-
based social media programmes. However, if breach mitigation is insufficient, the extraordinary
proliferation of these applications compromises information privacy more severely. The
development of mobile applications for healthcare has led to Cybersecurity privacy issues for such
sensitive applications, as these apps aim to use social media's strength. The architecture of a typical
mobile healthcare application is discussed in this article, where users can select personalized
privacy levels for themselves. It then goes into further detail about how to make social network
communication in a multi-cloud environment more private and secure, particularly for applications
related to healthcare.

4. RESEARCH METHODOLOGY

As previously said, to the best of our knowledge, no thorough evaluation has been conducted up
to this point that can identify and evaluate scientific or corporate procedures hosted in the cloud
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for privacy and security concerns. To circumvent this, we integrate a Systematic Literature Review
(SLR) with a Systematic Mapping Review (SMR) to identify research gaps that can summarize
the field's work and current research challenges. More articles can be taken into consideration
because the SMR methodology does not assess the articles in such detail in practice. Because of
this, we started by using SMR to illustrate how literature and categories relate to one another, spot
any gaps and indicate which subject areas have a dearth of publications. The mapping is then used
as a guide for the following stages, which include an SLR in which we present more information
about previous studies on the chosen research issue.

4.1. Search Strategy

To ensure that this survey was more careful, we also filtered the reference records that were
provided in the distributions. Just English-language articles delivered between January 2010 and
December 2021 were remembered for the hunt.

4.2. Study Selection Criteria and Procedures

The strategies for doing the choice cycle as well as the consideration/avoidance models that
characterize the boundaries for the precise survey are canvassed in this segment.

4.3. Inclusion/Exclusion

The following are the inclusion criteria used to choose the papers:

e Distributes gatherings, studios, diaries and friend explored distributions that, at some point
in their life cycle, deal with any aspect of safety and security in commercial or research
projects conducted in the cloud.

The exclusion criteria are:

e Fragmented examinations that are just accessible as introductions or digests or that need
adequate information in different ways.

e A few reports on a similar examination. At the point when a review has numerous reports
distributed in different distributions, the survey incorporates the most far reaching variant
of the review.

e Distributions that haven't gone through a conventional survey process, frequently known
as non-peer explored or dim writing. Instances of these incorporate specialized reports and
diaries like ACM Programming Notes, except if they contain meeting procedures.

e Opinion pieces.

4.4. Procedures for Selection

We looked at the research titles, abstracts and keywords after we removed duplicate publications
and conference announcements. According to the criteria for inclusion and exclusion, the
authorized papers were then chosen for additional research. Figure 3 shows the process of
designing a study.

Volume 13 Issue 03 (July-September 2023) 27


http://www.ijesh.com/

International Journal of Engineering,
Science and Humanities

An international peer reviewed, refereed, open-access journal

Impact Factor: 79 www.ijesh.com ISSN: 2250-3552

5. RESULTS AND DISCUSSION

An outline of the study's results and our main points are provided in this part.

5.1. Problems with and Solutions for Security

The articles that were discovered during the initial screening process attempted to meet the various
security goals of cloud workflows. In Figure 1, you can see what proportion of the goals was
addressed by the publications. The most significant security attributes taken into consideration in
the literature are Availability (CIA), Integrity (data and task) and Confidentiality (data and logic),
as the graphic illustrates. A portion of these studies have attempted to offer specific ways to
accomplish these goals. The classification of the chosen articles in the context of cloud computing
environments according to their suggested solutions is shown in Figure 1.

5.2. Virtualization and Security Administrations

Regularly, cloud specialist co-ops give changing levels of disconnection assurances and security
administrations. To meet accessibility, classification, respectability and verification objectives, for
example, various techniques for accessibility (like defensive overt repetitiveness models and over-
burden assurance), encryption (SEAL, RC4, RC5 and Thought), uprightness administrations:

a) Data Obfuscation: By encoding the data or tangling it on the client-side, this procedure
ensures data secret even before it is transported off the cloud.

b) Diversification: By continually changing the cloud execution climate, this strategy looks
to decrease the probability that an assailant will track down the execution climate and its
weaknesses. To put it another way, the execution climate would have changed to another
one preceding the aggressor found out about it, making the information they had
proactively learned futile.

c) Logic obfuscation (BP obfuscation): By breaking the BP model into movements of BP
(sections), the client or dealer attempts to separate the interaction with the end goal that
each cloud just sees a part of the model.

d) Information Flow Checking: With this methodology, the intra-administration spillage
between different data sources and results of assistance is evaluated by measuring the data
stream. By evaluating the possible administrations in the assistance chain, it likewise tries
to ensure the security of the between administration stream.

5.3. Administrative Decision

These decisions empower clients to adjust security and protection prerequisites with other potential
client inclinations, for example, cost and execution time, or to verbalize and approve security and
protection necessities. They fall into three gatherings, which are as per the following:

a) Developing New Modelling and Execution Resources: Most of the examinations in this
gathering focused on displaying devices and additionally growing dialects to characterize
the security and protection prerequisites of the client. Some of them, for instance, endeavor

Volume 13 Issue 03 (July-September 2023) 28


http://www.ijesh.com/

International Journal of Engineering,
Science and Humanities

An international peer reviewed, refereed, open-access journal

Impact Factor: 79 www.ijesh.com ISSN: 2250-3552

to separate the necessities for access control from business and scientific interaction details
and afterward endeavor to set up implementation components, for example, sticking to the
severe least honor rule, appointment of power, trustworthiness standard, versatility,
productivity and disavowal.

b) Workflow Management System: The design of WfMSs that can oversee security and
protection needs was shrouded in these articles. The greater parts of the WfMSs that are
being proposed are motor based. It demonstrates that they have a motor set up that oversees
how the workflows are completed, or it very well may be introduced in a confidential cloud
or client end framework (over the-cloud).

c) b) Deploying and Selecting Services with Security in Mind: These methods mean to
pick administrations as per the requirements of the client. While booking the processes,
they should have the option to work out some kind of harmony between different client
needs, including time, cost and security. These investigations tended to a few security
concerns, like classification, respectability, confirmation, accessibility, dependability and
trust, during workflow planning.

5.4. Monitoring, Analysis and Adaptation

We go over the distributions that tended to security issues during the periods of checking,
examination and adaptation in a nutshell in this part. The articles can be partitioned into bunches
as indicated by the sort of adaptation they feature. The accompanying classes are perceived by us:
1) Prescient adaptation; 2) Prescriptive adaptation; 3) Proactive adaptation; and 4) Diagnostics.
The accompanying subsections give an outline of the works in every one of these classifications.
Virtualization technology (VT) is the root cause of most security concerns in cloud foundation,
thus it is critical to think about how VT affects security throughout the sending and execution
stages and chooses the right VT. This may provide end users with cheaper quality of service (QoS)
while also providing Cloud Specialist co-ops (CSP) with a smart arrangement and effective use of
their assets. We recommend a security-conscious booking strategy to ensure that the right virtual
machines (VMs), virtual compartments (VCs), holders inside VMs, lightweight VMs, or uni-piece
are selected at both the project and workflow levels, according to the characteristics of the
workflow and the needs of our clients.

6. CONCLUSION:

This research underscores that while cloud computing offers immense benefits, its success is
hindered by unresolved security and privacy challenges. The study’s review of literature and
existing solutions highlights that the most critical issues involve confidentiality, integrity,
availability (CIA) and trust management in multi-cloud workflows. Key conclusions include:
Virtualization technologies (VTs) are the root of many vulnerabilities; thus, secure VM/container
selection strategies are essential. Workflow-level protections, such as data obfuscation, multi-
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cloud diversification and encryption, mitigate risks but remain fragmented. Workflow
Management Systems (WfMSs) need to incorporate adaptive, predictive and proactive monitoring
mechanisms to address evolving threats. Trade-offs between cost, performance and security
remain a persistent challenge for both providers and users. Recommendations Security-Aware
Workflow Models: Develop WfMS architectures that integrate fine-grained access control, trust
evaluation and adaptive monitoring. Proactive Adaptation Mechanisms: Employ predictive
analytics and Al-driven monitoring for real-time anomaly detection. Hybrid Multi-Cloud
Strategies: Combine encryption, secret sharing and obfuscation techniques with cost-effective
deployment strategies. Enhanced SLA Models: Define measurable security attributes within
Service Level Agreements to ensure accountability of Cloud Service Providers (CSPs). Ultimately,
strengthening workflow-centric security frameworks will foster greater trust and accelerate the
adoption of multi-cloud environments across sectors.
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